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What should privacy on
the street look like?

Are DIY civic sensors
more susceptible to
hacking?

What are uses
of public sensor
data”?

Does that
algorithm have
racial biases?

What about socio-
economic disparity In
cities?
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How can we use a novel, interactive installation to surface the
benefits and harms of smart city technology”
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Expert L ocal

Sketching

iInterviews Artists

Surveyed | |
530 people* Interviewed “cedback Ran a design
across the 6 experts o local focus group
Us on and 1o many artists who with 12

privacy attended 3 sketches to have Droiects participants
attitudes conferences count . P J. from various
in the loT " .the City UC Berkeley

. environment
(35 questions) eld departments

*over age 18



While using the internet, have you ever done any
of the following things? (2015 v 2017)

Cleared cookies and browser history 5995
Deleted or edited something you posted in the past 299
Used a temporary username or email address 25%

Used a service that allows you to browse the Web anonymously | ©)4

Decided not to use a website because they asked for your real name 2390

2015

Surveyed 530 people online across the US on privacy attitudes (35 questions)



While using the internet, have you ever done any
of the following things”? (2015 v 2017)

Expert
interviews Cleared cookies and browser history

Deleted or edited something you posted in the past
Used a temporary username or email address
Used a service that allows you to browse the Web anonymously

Local ] Decided not to use a website because they asked for your real name
Artists

2017

Surveyed 530 people online across the US on privacy attitudes (35 questions)




To what extent do you approve of the use of sensors
N public spaces for the following activities?

iImproving iImproving anti- antl-
efficiency environment crime terrorism

Surveyed 530 people online across the US on privacy attitudes (35 questions)




Expert

Interviews

Cities have a hard time communicating with the general public
about benefits and harms of smart cities.

- City Policy Innovation Interviewee

Interviewed 6 experts and
attended 3 conferences in the loT field

Smart = RSA
CITY INNOVATE Cities Thriving METROLAB CONFERENCE
FOUNDATION COUHC” Cltles m NETWDOREK -
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Ran a design focus group with 12 participants
from various UC Berkeley departments

Key affordance of
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Array of Things Gevernance Policy and Process

1Purpese and Scope
This docemest provides 2 framewark within which the University of Chicago and Argenne Naticaal
Lk (program cpaator) and the Ciy of Chicago wil mplament aad managethe Aray of hings
(AaT) In Chicage by 1) dafining the initial scope of the program, 2) establishing the roles and
responsibiites of program partners: and, 3) describing the process by which decisisas about the
program will be made.

This docement is comphmented by the AoT Privacy Palicy, which sats forth requirements regardg
Parsonally [deatifiable Iafermation (P11).

1.1.Guiding Priaciple

We value privacy, trassparency, and epemsass.

1.2 Program Overview

The AoT program sperators & to budd an urbaa-scab resedrch instrament comprising 3 network of
atleast 500 Iaternet-connected “sodes,” each supporting altgle eaviroanental and air quality
stasars. As 2 first of it kind pablic sensar utilty. AoT will produce an open aad frealy available
searce of urban sensor 1o suppert research, pmeat, education, prototypiag, and
damaastration. The program oparators have desigeed Aol to enable the instrament to evolve 3t 3
pace conmensarate with coasamer alectronics. maintaining state-of-the- art capabilities over many
yoars.

Tho it prototype, feaded by Argonss Nationdl Laboratery. nvolved 12 nodes equigged with 2
colletion of eaviroamental semsors (e.q.. temperatere, ight. seand, humidity, air quality). Each nade
was Monated oa private faciities at the Usivarsty of Chicags, Argeans Natiosal Labaratory, and
DePaul Usiversity for testing parposes, with installation occurring betwesn July 2014 and June 2015.
lo'qmullnZﬂlﬂlmndulol'nlut)'ouilhh-hl-tlm,nutmlnﬂi’bt
poles aad axternal bailding walls. The aetwerk wil be expaaded to ronghly 500 sedes frem 2016 to
2018. The program operators willdevelop functionalty to saable research, apphcation development,
#ducation. protetyping. or demonstration projects. The hecatin of #3ch of the 500 nedes will be
datermined via the process identified later in this docwment (§4.3). The program will be evalsated
nine Months after the second sat of prototype nodes are meunted in the City and every 12 meaths
from that time ea. The evaluation criteria 20 the rusalts of e3ch review will be made avaiable to the
pablic.
Snsumii-;ulmm-mumlluiaumnmlympnyammmA
peried of evaluation and calibration will be required for sach sansar; this pariod will vary based oa the
seasar or dat that is collection. As ose function of Aol is to evaluate new seasor technologies, the
avabeation process will aso iavolve 2 determination as to whather a particalar semsor is produciag
accarate data roliably. Once evabuation determings that the semsor is produciag accurats and reliable
data, 2ad oaca calibration is complets, data in compliaac with the AoT privacy policy will be made
Pablicly avadable viath Ciy'sData Potal to sugort pplicion avelopmant 24 Gata analysis. AN
olhmiahdhﬁkﬁnﬂhh*uhﬂ undr the stewardshi of the University of
Chicage. The program eperators bave desigaed the AoT systom to protect privacy. This docement
dascribes the pracessas, procedures. and techoslogies that willbe used to ansure sensor data is Both
correct dad where necessary, ansaymized befors publicatisn. Any images collected by Aol nodes for
calibration will be protected. 2ad available only to authorized individuals and only for research
purpeses.

2Techaical Objectives
The AeT will sparate 25 an instrumeat, involving an ifrastrecture and related servicss for research,
Gevelopmea, dscation. prototyping. 2 dumeastration of both open 2nd proprintary tchackegies
dnd services aimed at mproving the sustainabilty, resdience, sfficieat operatioa, and Ivability of
cites. I shor, AsT wllsepport “Smart Ciy” research, development, ad educatin, AT s esigned
to suppeet thrae qeaeral types of instrument wse: the colection aad opén publication of seaser data
dbout public arban spaces, resedrch in areds such a5 sensing dad information/ commuaications
tochaologias. and support for research in software and services.

Each node will ropart sansor values at rogular intervals. To comply with sacunty and privacy
roquirements (Ses Array of Things Privacy Pelicy)., data wil be ancrypted 2ad transmitted fo 2
databasa managed by the program oparaters. Only data mésting the AeT privacy pelicy staadards will
be published to the City's Data Pertal and may also be published ts other data anafytics sarvices as
noeded. All data published from the platform wil bo opon and frow of charge. In order o support
scoaomic development, data from approved experimental seasors, instaled for spacific resedrch and
davelopmeat purposes, may be withheld from (or agqreqated for) publication for 2 peried of tane in
order to protect intellactual property. snsare privacy o data accuracy. and enable the proper
calibration of the sensor,

Z.1Support for Evolving Techaokeqias Over Time

The AoT invelves eaginesring 2ad placing 2 sstwork of physically secure eacloseras with power.
Internet access, and standard spacifications that will alow for officisat installation/replacoment of
hose favices by Cty techicians. Thesa Goices Bestoperatefo paiodof ot witheet physcal
intervention, aad Must be provided with adequate eavirsameatal protection. particalarly with respect
o temporature and msisture. Tho program perators 2 the City of Chicage will ceoperats to enable
Rodes to ba repaired and replaced in case of damage or loss.

22.Support far Saftware dad Services Projects

Though the pace at which information 2ad communication technologies evolves is rapid, thara is o
much larger poteatial research and education community focused on new saftware aad seevices,
Rarnssing axisting Daréware techaologhs. To suppert such projects will require that the AoT allow
controlled access to shared programmable devices within the nodes. Once this functionality is
avaiable, changus may be required to AoT plices and processes to proveat misase and ensare
rolible and wsable fuactions for provisioning and schedulig resonrces, validatig 3nd loading custon
software, and rastoring the devices to 2 Known state between experiments.

3 Governance Bodwes

3.1 Program Operators

The Univrsiy ofChicago and Argonas NetionalLaboratery will manage and sporate the Aot
program in partnership with the City. The program sperators are respoasible for the desigs,
davelopmaat, repair, replacoment, 3nd support of the nodes and the tachaicalinfrastracture needed
to eaable data colloction, processing, and storage.

The preqram operaters will leverage strategic partnerships with cutside eatitis, including but net
limited to industry, acadomia, and set-fer-profits, as wel 25 the incredsing avadability of open source
tools aad framewerks that can be adapted to or applied Girectly to the lstrument, to sapport
program geadls.

The Ciy willsupportthe oparatos by proiding program oversight:policy guidance: nstalaion and
maintenaace support: and techaical assistance to easare that resulting data Is publically accessible.
3.2, Execative Oversight Council

An exective oversight comncil (EOC) will oversea the Aol program. and is responsible for setting

DATA COLLECTION
TERMS of SERVICE

pelicy and astablishing processes and procedares related to system oparation, configuration, and
capabilities, accuss to data and ether resources, and commanication 2ad interactions with the City
a4 community.

The comacil will be co-chaired by the Conmissioner of the City's Department of Innovation asd
Tochnology, City of Chicago aad the Dirsctor of the Urban Conter for Computation and Data at
Uneversity of Chicag and Argonse National Laboratory. with afditional members selected from
academia, infustry. not-for-prafits, and the commuaty. These members will be invited based ca
recommendations from AeT partaers aad others who werk with community groups, or selicited via
public meatings aad the AoT website. The Commissioner of the City's Department of Insovation asd
Tochackoqy will Aave the final approval reqarding decisions of the EOC.

Tha EOC will mest quarterly or a5 needed.

33, Techaical Security and Privacy Groap

Atachaical sacurity aad privacy qreap (TSPG) willroview the AoT tochaology as it pertaias to
security aad privacy, and will make recommendations to the E0C,

The grosp will be chaired by the Director of the Ceater for Applsed Cybersecarity Ressarch, Indiana
Usiversity. with aéditional membars including tha City's Chief Information Security Officer asd
ofiers with relevant axpertise, slected from industry and academia.”

Tha TSPG will meat quarterly or 25 nvaded.

34. Scieatific Review Group

I some cases extornal scionce partaars may propese chasges or dditioas to the instrument
Dardware 204/or softwaea. A sciatific review group (SR6) will svaleate thase preposals from AeT
participaats as well as other parties (iadividsals, community grosps, companies, universities, efc.).
The SRG will provide a regqular rapart on these preposals ta the Exacative Oversight Ceancil

Tha SRG wil bo co-chaired by the Chief Technslogy Officer of the Urban Ceater for Compatation and
Data at University of Chicago and Argoase Natisaal Laboratory dad a semier reprasentative from the
scieatific community.

The SRG will mest quarterty or as needed.

4 Govemance Policy 2d Procasses
Aup-&lnllﬁy.autdp&inulpmumimgnﬁumlwmntml
OpAateS Bccorting o e progra'sguiig riscipes and withinthe establshe scope ad Dadet.
These policies and processes must protect the provacy aad secarity of Chicago residents aad visitors,
exsare accountability and transparency, aad consider education and proactive communication.
41Policy

This policy document, and assaciated data Masagement dnd privacy policy documents, will be
maiatained 20d updated undar the direction of the EOC, with at least an anmeal review,

4 2Trsparency
The AoT program opecaters will maiatsia 2 public wobsite with curreat infermation oa the project
(Mtty//arrayefthings.us), inchding od 1egarting the bardware and software

tachnslogies dad capabilities assaciated with Aol 2 directory with detailed information on all
compensats, axporiments, and projects supported by Aol allpolicies and precefuras for AT
opération, goversdnce body mesting minutes. and reports. The program eperators will produce an
asaual report, which will be publised t s webite andwil smmarzeany ol request o changes
mada to polichs. processes. mede locations, or capabilitios made throaghost the yvar.

4.3 Node Locations

The locations selected for AeT nodis will maximize the positive impact that city residants, policy
practitioners. aad scientists can obtain from the project

Neda locatioas may be propasad by any individualor groep, andlocations will b salctd with the
Godl of eaabling at st o of the folwing benefits within 3 Qeegraphic area:

(a)Nodes can provide data relevant to @ local coacern o issae of importance to the resifents and
businasses

(DA rolevant sciontifc research question may be batter Invastigated with data from the iastrameat
(c)A plasaed or pateatial policy er investmest that could be optimized, measared. or informed bised
on wse of data from the instrement. 20d/or from schtific analysis of that data

I addition. neighbordsod deastty, the bocation of partaer institutions within 2 Jeoqraphic ared, and
the avalabilty of traffc ights or ateraativ struchures (o9,  bailding wal) reguired to moust the
nedes will be considered.

Suggestions that mest selection criteria should be submitted first fo the preqram operators at
AoT@uchicago.edu. and will thea bo reviewed and pro-approved by the EOC if the program oparaters
agree that the criteria bas been met.
Pnutluﬂqqhllm-apanhdm.h'mlmvlmhl/um
Comissionar or designess of the City's Department of Innevation and Techaslogy will:
I.MthM(nldybmnhm“ﬂvnﬁxhunlth]npdh‘mpkm
a0 processis i place regarding issues such 35 privicy, covetinated by the Univarsity of Chicage
Z.Mmms-mmwMlmlinuﬂhrpﬂm'ohllu-lﬁtynﬂiqu
residunts, wher the ol and dotats ofth projct will b discuss,incloing an emphasis on
Pelicies and procedures reqarting satety, secrity, 3nd privacy of the notwork, 204 on the bemsits te
the neighborkeod associated with the network. Local media will b invited fo cover these workshops
3Past the privacy policy caline prior to community meatings for rusideats to provide comments 2ad
Questions.

4 Prasent the locatioas to the EOC for final pproval.

4.4 Node Security

The Aol bardwars and software design and eperation procedures follow security practices developed
by 2ad for aaticadl laberateries.

The TSPG will ovérse the review ad test the instrument to easare security, with the goal of
proveating 2ny unaethorized access er communicatica.

4.5 Neda Capabilties

Node capabilities (ie., the st of sensors and the associated data collected) will be maintained on the
Aol websits. Changes to the node capabilties (is., changes to axisting seasars and introdection of
mmnn)mmqmmup-m.nmymnmuhummwmISPG. The
TSPG will dvise the EOC regarding approval of such changes.

4.6 Education

Warkshops wil be desquad andInd by Aol partaers and the Usiversity of Chicago. Thess wil buid on
priee work iacleding plot worksbeps for bigh schoal students, held in 2014 a0d 2015, 25 well 3s 38
Gwok curricalum doveloped with Lane Tuchnical High School and taught to 150 high scheal studeats
in 2016, Thase worksbops and curricala are inteaded to intreduce concapts, raaging from
eaviconmental scioace to electronics dusiga to data andlytics, to neighberhood youth (2ad other
Interested parties), aad provide training and education absat the Technokegios and related scleace.
The Aol team continges ts work wih industry, local qoverameat and educational partners ts explare
additional oppartunities to support for education and traising programs lveraging the instrement.
Educational materials will be made avatable via the AOT webste,

47.Uptates

This paicy will be reviewed annualy at minimem by the program eparators and the EOC for possible

Changus. Otbers may request a review of this policy or submit 2 Question to the eperators
AaT@uchicago sén. Any proposed changesto th poicy will b pested onkine for pubic roview and
comment prior to their incorporation.

5 Purpese and Scope

The Array of Things is desigaed to collect and share data absat Chicage’s urban enviroament to
support rassarch that seeks will provide insight into cty chillenges. This inclodes. bat is not mited
o, information about temparature, humidity, barometric prassare, vibration, air quality, chad cover,
and pedastrian and vehicle

counts and pattoras. Pedestrian aad vebicle mevement dat will come frem computer software
analping mags.

The parpose of this policy is fo disclase the privacy principles aad practices far the Array of Things
program. Itis complemented by the Array of Things Goveraance Policy and Process dscument, which
dafines bow decisions absut the program wil be mide, The privicy policy sats forth how the
operators of the Array of Things program will collect and masage data, same of which may inclode
persosal information or Parsonally Idantifiable Iaformatisa (PI1). The operaters of the Array of
Things are defiaed a5 the Univarsity of Chicago and Argonne Natisnal Ladaratory.

6 Guiding Principle
Wa value privacy, traasparency, and oponness.

T Parsonilly Iéeatifiable Iaformatisa

Personally Identifiable laformation or PII1 is any infermation abaut 2a individual, including (1) any
Iformation that can b4 used to distinguish or trace an individeal's Mentfy, sach as same, social
security sumber, date and place of birth, Mather's maiden name, or biometric records: and (2) any
other information that s linked o linkable to an individual, such as medical, edecational, financial,
and employment information.” As noted in NIST 800-122, this inchedes the following:

ohames

®Parsonal identification smbers

OEail or street address infsrmation

@Parsondl characteristcs, inchuding photegraphic images of face er other identitying characteris-
tic). fingecpriats, bandwriting, or other biometric data (.. retina scan, voice siguature, facial
geomatry)

@laformation abost an individeal that s Naked or inkable to o of the abave (0.9, dato of birth,
Place of birth, race, religion, weight, activitis, geographicalindicaters, amployMeat infermation,
modical information, education information, financial information)

17PII” bas boan defined in accordanco with the Natisnal lastitute of Staadards aad Techaokeqy's
Spacial

Publication 800-122 Geida to Protecting the Confidentiaiity of Porseaally Identifiable Information
(P11). Updates to the NIST quidelines will be reviewed 25 part of the reqular review of this policy. This
policy akso recoqaizes the sensitivity regarding location information, lectronic device ideatifios, o
ohicle licensa plate information and thes considers these in its palicies.

4 Information Collction. Use. and Sharing

AN pelkias, haréware and saftware spacifications, dosign, asd Opéa saarce code will be palcly
Posted 2ad mads frealy available onlis. Public sensor ata will bo publishud to the City of Chicago's
Data Portal at data.citysfchicago.org. An Array of Things 2anwal report will be published sach year,
baginsing in June 2017, outlining the achivvments of the pregram, as well 25 2ay updates or
waintended Goviations frem the privacy polcy.

The Array of Things techasloqy is desigaed and sperated to protect privicy. The techaology has no
capabiity to capture seasitive PII, bet may captars nea-sansitive Pl in the form of datails in images
from 2 street-facing camera or sousd in the pablic way. Any such data, such as could be found in
ages or sounds, wil sol be made public. Iaclusion of camerds ia the nodes is inteaded for detection
of specific conditions such as streat flooding. car/bicycle tratfic. storm conditions, or peor visibility.
To support such capabdities, images will be analyzed using 2a image processiag computer within the
mmmmmﬂmm«.ummmmmmpw
pablication o nformation that woel afect the prvacy polcos will b sebject o aproval by the
Scientific Review Groap (Saction 3.4).

For the parpases ofinstrument calibation, festing. 20d software andaacement, nages ad dufie files
that may coatams non-seastive PIl will be periodically collected to mprove, develop, and enbance
algornithins that coald detect and repart oa conditions such as noted above. This raw calibration data
-llkstuulu:«mluilylw'mnﬁqu by autberized researchers during the course of
nnAnoyumnmupd,uuthmmdwmmhb"bwmm
sotr-sansitive PIl. Access to this imited voleme of datais restricted to sporator imployies,
contractors and approved scieatific partaers who need to procass the data for instrament design and
calibration parpeses. AN individsals with access to this data will be subjoct to strict contractual
Confidentiality ebligations and will o subject to discipline 200/or tormination it thay fail to meat
these obligations.

5.Updates

Thepelcy s develspedis cooparation btween the speators of th Array of Things (University of
Chicago 2nd Argoane Nationa Laboratory) an the iy o Chicag, withinpat provided by 2a
Indapindent review committes convened by the Technical Security and Privacy Group, as described
i the Array of Things Govarnaace Policy 38d Precess docement.

This policy will be reviewed asauall at misimum by the operators. the AoT Tachuical Security 2ad
Privacy Group, 2ad the Execative Oversight Council (alsa dascribad in the Array of Things
Governdace Policy 20 Precess documest) for passible changes. Othars may request 2 review of this
policy or sabmit & question to the operators through the project’s public website (Mtty-//arrayofth-
ings.us). Asy propesed changes to the policy will be pested onkiae for public raview and comment
prior to their incorporation. Notifications of thase and rolated actions will alsa be éissomimated
throngh the project’s sacial media account (@arrayofthings in Twitter).

X
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Protecting our city one sensor at a time

Image Recognition
Prevents Flooding

New image recognition software detects
early flooding on city and neighborhood
streets in light of recent storm weather.
With this technology, the City of Berkely
will be able to respond quickly to unsafe
situations and better design roads.

Food for the Homeless

Sensors on benches enable real-time
detection of the location of homeless
individuals in the City of Berkeley. Startups
such as Re-plate can now deliver excess food
to those in need before the food spoils.

O
),

ily Data

Tuesday, May 9, 2020

No flood currently detected

Environment noise level

Pedestrian Safety

Noise level, vibration detection, and
pedestrian counts are being used to
automatically adjust speed limits and traffic
lights for safety.

THE DATA
INQUIRER

Vol. IV, No. 3 Improving our city one sensor at a time Tuesday, May 9, 2020

Loitering Decreases

New sensors on sidewalks and benches allow for
real-time detection of loitering and homelessness.
Police are now informed of this illicit activity and
can put a stop to it in record time.

You have been here
2 seconds

Cameras Detect
Immigrants

New facial recognition technology has
been installed in surveillance cameras
in the city of Berkeley. This measure is
in keeping with recent efforts to identify
and deport illegal immigrants in the
State of California.

Protest Detection

Environment noise level

Latest protest activity was
11 days ago

Noise level sensors inform the Berkeley City Police
Department when there is protest activity.
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Prototyping

Fabrication










Studies



Pilot Testing Study 1 South Hall Lawn

Students gave usability feedback Technical challenges outdoors

Study 2 South Hall Lobby Study 3 Qualcomm Cafe

Improved functionality indoors Reinforced preliminary findings




FINAINGS



Initial Reactions
®

“| teel very paranoid right now.”

“I'd like to stay away from this.
't looks Intimidating.”

Intentionally made this experience

uncomfortable and provocative




While Interacting

“Ihere are positive applications
for these technologies. But,
there's also a way to abuse.

The Daily Data e DD ATA

The technology Is neutral
The use cases are not. | NG

Image Recognition r
B Prevents Flooding i Cameras Detect

New image recognition software detects lmnllg rants
early flooding on city and neighborhood :

streets in light of recent storm weather ¢ New facial rec ogmiton technology has
With this technology, the City of Berkely p been installe s
will be able to respond Quickly to unsafe

d in surveillanc
in the city of Berkeley. This iy
ify

asure
in keeping with recent eflorts to ideny

Siuations and better design roads. / /
No flood currently detected and deport illegal mmigrants in the
A State of California,

Food for the Homeless Loitering Decreases Protest Detection
Sensors on benches enable realk-time New sensors on sidewalks and benches allow for
detection of the location of homeless real-time detection of tening and homelessness
individuals in the City of Berkeley. Startups Police are now informec
such as Re-plate can now deliver excess food
to those in need before the food spoils,

of this illicit activity and
CAn put a stop to it in record time.

Eaviroament noise bevet

Pedestrian Sa fety

Noise level, vibration detection, and
pedestrian counts are being used to

automatically adjust speed limits and traffic s =~
lights for safety. You S enerteg! Latest protest activity was

Displayed both positive and

11 days ago

Noise level sensors nform the Berkeley City P, lice
Department when there js Protest activity,

negative uses of the same
technology to build awareness




While Interacting

"This Is cool and it's creepy. |
ke that you can see the
technology. Almost like a
behind-the-curtain look.”

Increased transparency of

smart city technologies




“I'm trying to understand how my existence here could be
used in some way. What's the purpose of that data?” / have
more questions than | have answers.”

“There are questions of who is using this. How Is the data
being interpreted and used.”

“The right one feels scarier than the left, but I'm not sure. The
left one seems more positive in a way that may be lying, like
I’s hiding things.”

“What if there are false positives in the collected data? What
do you do with that?”

“This makes me guestion the nuances around how we
determine whether something is invasive or harmful, and
how we determine when it's beneficial. What goes into that?”

Reflecting after
®
9

N




Reflecting after

5

O,

N

“I'm trying to understand how my existence here could be
used in some way. Whats the purpose of that data” / have
more questions than | have answers.”

“There are questions of who is using this. How Is the data
being interpreted and used.”

“The right one feels scarier than the left, but I'm not sure. The
left one seems more positive in a way that may be lying, like
I’s hiding things.”

“What if there are false positives in the collected data? What
do you do with that?”

“This makes me guestion the nuances around how we
determine whether something is invasive or harmful, and
how we determine when it's beneficial.”

Who collects and uses the data”?

How are they using the data”




Future Directions
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How might such interactive installations change the way you think about
porivacy and public data collection at scale”



A g I'hank you!
L

Our advisor, Kimiko Ryokai

CITRIS Invention Lab (Chris Myers, Mitchell Karchemsky)

Previous teammates (Emily Witt, Paul Glenn, Jason Danker, Molly Mahar, and Hadrien Renold)
| School Professors (Coye Cheshire, Chris Hoofnagle, Steve Weber, John Chuang)

User testers (Michelle Carney, Nick Doty, Usman Raza, Richmond Wong, Edward Yip)
Berkeley Center for New Media (Greg Niemeyer, Nicholas de Monchaux)

Local artists (Ben Davis, Vanessa Inn, Darryl Smith, Matt Passmore)

Center for Long-Term Cybersecurity Grant

Arts Research Center Fellowship
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