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Non-technical Users,
Technical Attackers

® Time, money, peace of mind; empowering the end user
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Demo Setup

2. ALERT

Away from Home

s.lab@noreply.com <slab-77654-no-reply@bubbleapps.io>
New Alert on your S.LAB device
To: Sudip Kar

Reply-To:

Hello,

We have detected a potential suspicious activity on your network. Please click the link below to log into your S.LAB dashboard to take the necessary actions.

Please do not reply to this email as this mailbox is not monitored.

Thanks
Team S.LAB
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Adversary

Nmap scan used for typical
reconnaissance

Hello We have detected a potential suspicious activity on your network. Please click the link below to log into
your S.LAB dashboard to take the necessary actions.

gecure your home

Welcome Sudip Kar!! This is your activity dashboard

1f you received a text/email about a suspicious activity or you want to change previous action taken,
click here to take or change action.

3. RESPONSE

Welcome Sudip




Solution Architecture

INTERNET

ISP Modem/ Router

RASPBERRY PI ----------------------- —

Logs

e eve.JSON
o fastlog

Default &
Custom Rules

Firewall
(block or unblock)

|

.

'

o Security User

I | Authentication

|-

|

b I

| I .
poopeoodbooao00000000 Alert 1

: 1 1

! 1 1

| I . .

| Email Alert sMs Alert | |

' I

: 1 1

! 1 ( 1

L - Response .

L L (IP Address) |

' I

: 1 1

! 1 1

| I .

............... !

Home Router

.



S.LAB Security Considerations

STRIDE Threat Model

[ S : Spoofing of User Identity J

Potential Risks }

Unauthorized access
Unauthorized actions
User Privacy

Mitigations

e Privacy by design (Log retention)
e Enforce strict password requirements
e Enforce periodic password change

( )

T : Tampering

R : Repudiation
&

I ; Information Disclosure

. J

Loss of data
Unauthorized access to data
User access compromised

e Proper input sanitization
e Timely DB upgrades

—/

[ D : Denial of Service (DOS)

[ E : Elevation of Privilege J

Spy on devices

Addition of malicious device
Malicious redirection
Execute MITM

Allow malicious connections

Add/modify rules in IDS

Robust firewall rules

Update router software & hardware
Avoid using old routers

Periodic updates to latest software

Avoid using old IDS



S.LAB

What’s Next?

Step
01 Machine Learning
(Al-Powered Threat Detection)

Step
Improve Firewall 02
(Application and Identity-Based Inspection)

Step
F Expand Customization
o 3 (Better Network Segmentation)
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https://www.ischool.berkeley.edu/projects/2024/slab-home-ids

https://www.slab-ids.net
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