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Executive Summary

The federal government’s use of artificial intelligence (Al) tools holds real promise for
improving efficiency, strengthening program delivery, and better serving the public.
From modernizing systems to enhancing risk detection, Al can help agencies operate
more effectively and deliver on their missions. Realizing these benefits requires
thoughtful oversight so that Al systems do not undermine fairness, transparency,
privacy, job quality, and due process.

On March 28, 2024, the Biden Administration issued Office of Management and Budget
(OMB) memo M-24-10 on advancing governance, innovation, and risk management

for agency use of artificial intelligence (OMB 2024 Al Governance Memo).! This

was followed by OMB memo M-24-18 issued on September 24, 2024, focused

on advancing the responsible acquisition of Al in the government (OMB 2024 Al
Procurement Memo).2 Together, these are referred to as “the OMB memos.” These
memos implemented requirements from the October 2023 Executive Order on the
Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence (2023 Al
Executive Order).% 4

A common concern is that policy cannot keep pace with rapid technological
advancement. The OMB memos challenge that assumption. Despite the compressed
timeline, they defined clear roles, responsibilities, and coordination requirements —
including Al governance bodies and compliance plans — while building on existing
agency structures rather than inventing abstract processes. By strengthening
governance, the memos fostered rather than inhibited adoption and experimentation.
Civil society and private sector organizations publicly welcomed these policies as an
important step toward responsible government use of Al.®

While the 2023 Al Executive Order was rescinded by the Trump Administration,® and
the OMB memos were subsequently amended, there is much to be learned from their
design and implementation. The OMB memos established the first comprehensive
federal framework for Al governance and represented a bellwether moment of
government moving quickly to both govern and adopt fast-moving technological

' Office of Management and Budget, Advancing Governance, Innovation, and Risk Management for Agency Use of Artifi-
cial Intelligence (M-24-10), Mar. 28, 2024.

2 Office of Management and Budget, Advancing the Responsible Acquisition of Artificial Intelligence in Government (M-
24-18), Apr. 29, 2024.

3 Exec. Order No. 14110, Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence, 88 Fed. Reg. 75,191,
Oct. 30, 2023.

4 The memos also implemented provisions of the Al in Government Act of 2020 and the Advancing American Al Act.

5 The Leadership Conference on Civil and Human Rights, OMB Guidance Is Major Milestone in Advancing Equitable, Civil
Rights Informed Future for Al, Mar. 28, 2024.; Center for Democracy and Technology, CDT Welcomes Final OMB Guidance

on Federal Agencies’ Use of Al and Now Looks Toward Earnest Implementation, Mar. 28, 2024.; Lawyers’ Committee for
Civil Rights Under Law, Lawyers’ Committee for Civil Rights Under Law Applauds Office of Management and Budget Guid-
ance on Artificial Intelligence, Mar. 28, 2024.; Microsoft, Fed Agencies Exec Order Al Part 1, Apr. 23, 2024.

8 The Trump Administration has released a new memorandum that reflects and incorporates a number of provisions from
memoranda issued during the Biden Administration.
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https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/10/M-24-18-AI-Acquisition-Memorandum.pdf
https://www.federalregister.gov/documents/2023/11/01/2023-24283/safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence.
https://civilrights.org/2024/03/28/omb-guidance-is-major-milestone-in-advancing-equitable-civil-rights-informed-future-for-ai/
https://civilrights.org/2024/03/28/omb-guidance-is-major-milestone-in-advancing-equitable-civil-rights-informed-future-for-ai/
https://cdt.org/press/cdt-welcomes-final-omb-guidance-on-federal-agencies-use-of-ai-and-now-looks-toward-earnest-implementation/
https://cdt.org/press/cdt-welcomes-final-omb-guidance-on-federal-agencies-use-of-ai-and-now-looks-toward-earnest-implementation/
https://www.lawyerscommittee.org/lawyers-committee-for-civil-rights-under-law-applauds-office-of-management-and-budget-guidance-on-artificial-intelligence/
https://www.lawyerscommittee.org/lawyers-committee-for-civil-rights-under-law-applauds-office-of-management-and-budget-guidance-on-artificial-intelligence/
https://www.lawyerscommittee.org/lawyers-committee-for-civil-rights-under-law-applauds-office-of-management-and-budget-guidance-on-artificial-intelligence/
https://devblogs.microsoft.com/azuregov/fed-agencies-exec-order-ai-part1/
https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf

advancements. In many respects, the federal government was ahead of the private
sector and many other governments in establishing specific policies for Al adoption
and use. Private sector actors, as well as state and local governments, still reference
the policies for best practices as they endeavor to create their own frameworks for
enterprise Al.

In November 2025, 25 former officials who contributed to the development and
implementation of these policies, and served in the White House, OMB, Office of
Science and Technology Policy, Department of Defense, Department of Education,
Department of Health and Human Services, Department of Homeland Security,
Department of Justice, Department of State, Equal Employment Opportunity
Commission, General Services Administration, National Institute of Standards

and Technology, National Science Foundation, Office of Personnel Management,
and the U.S. Digital Service, convened to identify implementation challenges and
recommendations for addressing them. We offer these insights to governments and
government employees working to ensure technology works for all members of the
public and protects the public's rights and safety.

Challenges

There were, however, barriers to achieving the bold objectives set out in the memos.
The policies included ambitious deadlines, many requiring action by the end of 2024,
before a potential transition to a new administration. The short timeline led to uneven
adoption across agencies, and in some instances, surface-level compliance rather
than more substantive changes. The truncated implementation period, coupled with
the Trump Administration’s rescission, limited opportunities for experimentation and
learning.

Like many Executive Branch actions, the OMB memos provided no new funding for
agencies, which limited agencies’ ability to hire experts to assist with implementation.
The Biden Administration's efforts to provide additional staffing via the Al Talent Surge,
while ambitious, could not sufficiently meet agency needs. Future efforts will require
Congressional appropriations to ensure agencies have adequate resources for both
additional staffing and infrastructure.

Challenges varied by agency, given differences in size, technical capacity, and mission,
but across agencies, implementation depended heavily on leadership buy-in. Further,
Al risks overlap with privacy, cybersecurity, and civil rights concerns, but structures to
connect these processes were largely absent at scale. Agencies struggled to define
what constituted “Al,” to monitor vendor use of Al in procured products, and to conduct
meaningful testing and evaluation. Finally, public and workforce engagement, while
envisioned by the policies, was constrained by the compressed timeline, as well as the
need for additional tools, best practices, and standards.
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Recommendations

Use Cases

Focus use case development on concrete agency challenges
Support agency pilots that reflect priorities and promote structured experimentation

Develop shared resources such as testing environments, evaluation tools, and
technical expertise

Create supplementary oversight mechanisms for general purpose Al systems that
complement use case-based governance

Facilitate cross-agency collaboration and learning for similar use cases

Governance

Build buy-in and Al proficiency at the highest levels of leadership
Facilitate working-level connections across agencies
Prioritize policy development and implementation over strategic planning

Increase integration of experts in data, privacy, cybersecurity, civil rights, civil liberties,
accessibility, and equity

Talent and Training

Appropriate sustained, meaningful funding for agency Al talent recruitment, retention,
and infrastructure

Integrate human resources planning into leadership priorities
Ensure federal hiring reform addresses specific barriers to hiring technical experts

Establish centrally funded, lendable Al experts and infrastructure accessible to all
agencies

Develop experiential, role-specific training informed by agency use cases

Risk Assessment and Management

Provide guidance to integrate, sequence, and relate Al and associated risk assessment
processes

Establish a taxonomy to distinguish Al risks from other technical and operational risks,
with tiered standards that scale requirements to deployment risk level

Develop common risk assessment standards and resources to support agencies and
designate and fund a lead agency to maintain validated resources

Testing, Evaluation, Verification, and Validation (TEVV)

Expand TEVV frameworks beyond generative Al to address other system types

Develop meaningful benchmarking and testing protocols drawing on sociotechnical

Governance Use and Procurement of Al « 5




and subject matter expertise

Develop shared testing environments, open source reference architectures, and
protocols for safe experimentation, operational testing, and bias testing

Provide guidance on continuous monitoring, including defined triggers for re-
evaluation, detection of system misuse, and protocols for identifying and responding
to out-of-scope use

Clarify TEVV responsibilities across developers, vendors, and agencies

Stakeholder Engagement and Public Participation

Establish best practices for public participation and community engagement in Al
design

Develop standardized tools and processes for meaningful public engagement

Build on experimentation at federal, state, and local levels to develop a catalog of
approaches

Better engage the federal workforce as a key stakeholder, including protecting
employees from potential harms of Al systems used in their workplace

Expand and improve public disclosures, including use case inventories, to be more
regular and accessible to general audiences

Private Sector Engagement

Establish a federal Al vendor qualification framework with baseline standards for
transparency, auditability, TEVV practices, and incident reporting

Develop standard contract terms, procurement resources, and contract exit guidance
to support agency vendor accountability

Create structured mechanisms for ongoing government-industry dialogue on Al
procurement standards and benchmarking

Support growth of private sector Al testing and compliance services through
standards, procurement requirements, and incentives to increase competition

These recommendations should inform future federal action, including legislation,
focused on government use and procurement of Al. State and local governments
across the country should also consider these lessons as they develop and implement
Al policies.
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Introduction

The federal government’s use of artificial intelligence (Al) tools holds real promise for
improving efficiency, strengthening program delivery, and better serving the public.
From modernizing systems to enhancing risk detection, Al can help agencies operate
more effectively and deliver on their missions. Realizing these benefits requires
thoughtful oversight so that Al systems do not undermine fairness, transparency,
privacy, job quality, and due process.

On March 28, 2024, the Biden Administration issued Office of Management and Budget
(OMB) memo M-24-10 on advancing governance, innovation, and risk management
for agency use of artificial intelligence (OMB 2024 Al Governance Memo).” This

was followed by OMB memo M-24-18 issued on September 24, 2024, focused

on advancing the responsible acquisition of Al in the government (OMB 2024 Al
Procurement Memo).2 Together, these are referred to as “the OMB memos.” These
memos implemented requirements from the October 2023 Executive Order on the
Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence (2023
Al Executive Order).%° National security systems were governed separately by the
October 2024 National Security Memorandum (National Security Memorandum)™ and
are outside the scope of this report.

A common concern is that policy cannot keep pace with rapid technological
advancement. The OMB memos challenge that assumption. Despite the compressed
timeline, they defined clear roles, responsibilities, and coordination requirements —
including Al governance bodies and compliance plans — while building on existing
agency structures rather than inventing abstract processes. By strengthening
governance, the memos fostered rather than inhibited adoption and experimentation.
Civil society and private sector organizations publicly welcomed these policies as an
important step toward responsible government use of Al.”?

While the Al Executive Order was rescinded by the Trump Administration, there is
much to be learned from the design and implementation of Al policies, including

7 Office of Management and Budget, Advancing Governance, Innovation, and Risk Management for Agency Use of
Artificial Intelligence (M-24-10), Mar. 28, 2024.

8 Office of Management and Budget, Advancing the Responsible Acquisition of Artificial Intelligence in Government (M-24-
18), Apr. 29, 2024.

9 Exec. Order No. 14110, Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence, 88 Fed. Reg. 75,191,
Oct. 30, 2023.

© The memos also implemented provisions of the Al in Government Act of 2020 and the Advancing American Al Act.

" White House, National Security Memorandum on Advancing the United States’ Leadership in Artificial Intelligence;
Harnessing Artificial Intelligence To Fulfill National Security Objectives; and Fostering the Safety, Security, and
Trustworthiness of Artificial Intelligence, Oct. 24, 2024.

2 The Leadership Conference on Civil and Human Rights, OMB Guidance Is Major Milestone in Advancing Equitable, Civil

Rights Informed Future for Al, Mar. 28, 2024.; Center for Democracy and Technology, CDT Welcomes Final OMB Guidance

on Federal Agencies’ Use of Al and Now Looks Toward Earnest Implementation, Mar. 28, 2024.; Lawyers’ Committee
for Civil Rights Under Law, Lawyers’ Committee for Civil Rights Under Law Applauds Office of Management and Budget

Guidance on Artificial Intelligence, Mar. 28, 2024.; Microsoft, Fed Agencies Exec Order Al Part 1, Apr. 23, 2024.
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https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/10/M-24-18-AI-Acquisition-Memorandum.pdf
https://www.federalregister.gov/documents/2023/11/01/2023-24283/safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence.
https://www.govinfo.gov/app/details/DCPD-202400945
https://www.govinfo.gov/app/details/DCPD-202400945
https://www.govinfo.gov/app/details/DCPD-202400945
https://civilrights.org/2024/03/28/omb-guidance-is-major-milestone-in-advancing-equitable-civil-rights-informed-future-for-ai/
https://civilrights.org/2024/03/28/omb-guidance-is-major-milestone-in-advancing-equitable-civil-rights-informed-future-for-ai/
https://cdt.org/press/cdt-welcomes-final-omb-guidance-on-federal-agencies-use-of-ai-and-now-looks-toward-earnest-implementation/
https://cdt.org/press/cdt-welcomes-final-omb-guidance-on-federal-agencies-use-of-ai-and-now-looks-toward-earnest-implementation/
https://www.lawyerscommittee.org/lawyers-committee-for-civil-rights-under-law-applauds-office-of-management-and-budget-guidance-on-artificial-intelligence/
https://www.lawyerscommittee.org/lawyers-committee-for-civil-rights-under-law-applauds-office-of-management-and-budget-guidance-on-artificial-intelligence/
https://www.lawyerscommittee.org/lawyers-committee-for-civil-rights-under-law-applauds-office-of-management-and-budget-guidance-on-artificial-intelligence/
https://devblogs.microsoft.com/azuregov/fed-agencies-exec-order-ai-part1/

the OMB memos. The OMB memos established the first comprehensive federal
framework for Al governance and represented a bellwether moment of government
moving quickly to both govern and adopt fast-moving technological advancements.
The Trump Administration has released new memoranda for federal Al governance
and procurement which heavily derive from the memoranda issued during the Biden
Administration.” In many respects, the federal government was ahead of the private
sector and many other governments in establishing specific policies for Al adoption
and use. Private sector actors, as well as state and local governments,™ still reference
the policies for best practices as they endeavor to create their own frameworks for
enterprise Al.

There were, however, barriers to full implementation of these policies, including
staffing and infrastructure constraints, complexity of integrating with other policies,
and insufficiently detailed implementation guidance. The following sections describe
the policies’ development and implementation, identify key challenges, and offer
recommendations for future action.

In November 2025, 25 former officials who contributed to the development and
implementation of these policies, and served in the White House, OMB, Office of
Science and Technology Policy, Department of Defense, Department of Education,
Department of Health and Human Services, Department of Homeland Security,
Department of Justice, Department of State, Equal Employment Opportunity
Commission, General Services Administration, National Institute of Standards

and Technology, National Science Foundation, Office of Personnel Management,
and the U.S. Digital Service, convened to identify implementation challenges and
recommendations for addressing them. We offer these insights to governments and
government employees working to ensure technology works for all members of the
public and protects the public's rights and safety.

8 Office of Management and Budget, Accelerating Federal Use of Al through Innovation, Governance, and Public Trust
(M-25-21), Apr. 3, 2025.

" For examples of state legislation, see: Quinn Anex-Ries, Center for Democracy and Technology, State Legislatures
Continued Their Focus on Public Sector Al Use and Expanded Attention to Risk Management Practices During the 2025
Legislative Session, Jan. 15, 2026.
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Use Cases

The OMB memos focused on Al use cases, as opposed to systems. Typically, the
object of assessment or evaluation is a system, which is generally limited to technical
aspects. This narrow view ignores institutional aspects that contribute to a system'’s
ultimate impact. By reorienting the government’s analysis of Al around use cases,
such as use of an Al to assist in benefits determinations, the OMB memos established
a new paradigm for accounting for the potential outcomes of incorporating Al into a
government process. This focus put the impact of the intervention on the public — the
most important considerations for government use of Al — at the center of policies,
conversations, and decision-making, rather than focusing narrowly on the output of the
system. Al use cases served as the basis for safety- and rights-impacting risk analysis
and public reporting.

Agency use cases spanned a wide range of functions and missions. Examples include
the use of Al to screen benefits applications and determine eligibility for programs

like Social Security disability benefits or nutrition assistance; predictive tools used in
criminal justice contexts such as recidivism risk scoring; Al-assisted hiring and human
resources (HR) tools used to screen federal job applicants; computer vision and sensor
systems used by border enforcement and surveillance programs; Al tools used to
detect fraud in tax filings and federal contracting; large language models used to draft
agency communications or summarize documents; and Al systems used to forecast
disease outbreaks or analyze medical imaging in Veterans Affairs healthcare settings.

The OMB memos required agencies to inventory™ each Al use case and release

a public version of the inventory. The memos also required agencies to identify in the
inventory the use cases that impact rights or safety and explain how the agency is
addressing the relevant risks in line with OMB's policies.

Challenges

The extent of Al adoption varied widely among agencies. Some agencies had been
developing and deploying Al for decades, while others were just exploring how Al
systems - including large language models - could be useful to their missions.

It was difficult for agencies to track and report all Al use cases. This was especially
true for larger departments and agencies that did not have full visibility into the work
of various subagencies, especially those with extensive field and other public-facing
operations across the country. Some voiced concerns that federal employees may
have been hesitant to disclose potentially problematic use cases already active in
systems for fear of triggering compliance requirements or scrutiny. Additionally,
federal employees and contractors may have been using Al tools informally or without

S Federal Al use case inventories were first required by Executive Order 13960 issued in the first Trump Administration in
December 2020, and were then codified into law two years later by the Advancing American Al Act.
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https://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government

authorization, further contributing to underreporting and unmonitored use. This
challenge was compounded as general purpose Al systems became more widely
available, making it increasingly difficult to distinguish discrete Al use cases from
routine tool use by individual employees.

Agencies also struggled to define what constituted “Al." OMB policy established a
shared definition of Al by incorporating the definition set out in the John S. McCain
National Defense Authorization Act for Fiscal Year 2019 and providing practical
interpretation. Despite the clarification, some agencies still reported use cases that
involved traditional automation or rules-based systems, while other agencies believed
Al only referred to the latest foundation models. The list of examples in the definition
made it difficult to establish boundaries between Al and other automated systems.

In addition, agencies often had limited ability to control the precise use of Al in

vendor products. Procurement officials were not always aware of whether and how
these products used Al, and even when disclosed, it could be difficult to discern how
these Al tools functioned. Moreover, agencies could not easily mandate immediate
changes to products integral to ongoing operations and services. Challenges around
vendor transparency in procured products are discussed further in the “Private Sector
Engagement” section.

Recommendations

Orienting policy around Al use cases focused agency attention on how specific uses

of Al could improve agency outcomes and performance. Future efforts should provide
agencies with more time and resources to identify where Al can solve concrete
problems. By identifying specific choke points, inefficiencies, or operational challenges,
agencies can better prioritize Al use cases that deliver meaningful value.

The National Security Memorandum'’s approach of designating specific pilot projects
offers one model for future policy. Future efforts should support pilot projects that
agencies and frontline staff identify as key priorities. If accompanied by sufficient
resources, public announcements of pilot initiatives can create accountability and focus
from leadership.

Agencies would also benefit from shared resources - such as testing environments,
evaluation tools, and technical expertise — for safe experimentation with use cases and
pre-deployment evaluation. This would help resource-constrained agencies experiment
during use case development.

Beyond shared resources, agencies will also need oversight mechanisms that
complement use case-based governance. This includes ensuring that agencies retain

16 Defined as: A machine-based system that can, for a given set of human-defined objectives, make predictions, rec-
ommendations, or decisions influencing real or virtual environments. Artificial intelligence systems use machine- and
human-based inputs to perceive real and virtual environments; abstract such perceptions into models through analysis in
an automated manner; and use model inference to formulate options for information or action.
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access to user logs and usage data for general purpose Al systems so that they can
study how these tools are actually being used, identify common failure modes, and
enforce appropriate use policies in practice.

Cross-agency coordination on use case identification and development would also
help agencies. Thematic conversations on use cases would help agencies learn about
other agencies' work, develop new ideas, and troubleshoot common challenges.
Themes could include biometric identification, benefits eligibility determinations, text
summarization and document processing, fraud detection, predictive risk scoring,
and medical imaging analysis. Service delivery conversations should happen in
coordination with customer experience efforts.

Key recommendations for use cases include:

e Focus use case development on concrete agency challenges

e Support agency pilots that reflect priorities and promote structured
experimentation

o Develop shared resources such as testing environments, evaluation tools,
and technical expertise

o Create supplementary oversight mechanisms for general purpose Al
systems that complement use case-based governance

o Facilitate cross-agency collaboration and learning for similar use cases

Governance Use and Procurement of Al « 11




Governance

The 2023 Al Executive Order and OMB 2024 Al Governance Memo included a number
of requirements for both internal agency governance and interagency coordination.

The OMB 2024 Al Governance Memo required agencies to designate a Chief Al Officer
(CAIO) with specific responsibilities — including “instituting the requisite governance
and oversight process to achieve compliance with this memorandum and enable
responsible use of Al in the agency” — and establishing an internal Al governance
board.” It also required agencies to develop and publish compliance plans, which
included information on agency Al governance structures.®

The 2023 Al Executive Order also established the CAIO Council to coordinate the
development and use of Al in agencies' programs and operations. The Council was
chaired by OMB and vice-chaired by OSTP and brought together agency Al leadership
to share updates and progress. Working groups were formed to focus on specific
topics and deliverables.

Challenges

The CAIO Council was valuable in establishing a regular cadence for agency updates.
However, the composition of interagency groups is always a balancing act. High-level
participation drives prioritization and attention, but meetings with senior participants
generally rely on staff preparation for predetermined talking points and rarely delve into
nuanced specifics. These meetings do not often produce decisions but their value lies
in compelling agencies to prepare briefings and align internal and external positions in
advance.

The working groups were at varied stages of progress at the end of the administration.
Additional working-level fora would have helped agencies identify and address shared
challenges - particularly around high-risk use cases — and improve how Al was
integrated into existing governance and privacy processes. In previous administrations,
informal cross-agency groups that met in person helped speed progress on policy
implementation. Staff-level working groups are an important complement to formal
interagency structures. They foster trust and establish durable connections among
staff tasked with similar work. This in turn helps identify shared needs and pain

points across agencies that can be used to stabilize shared approaches and identify
opportunities for shared personnel and structures to support cross-cutting work.

The 2023 Al Executive Order and OMB memos recognized the interconnectedness
of Al with other rights protection and risk reduction processes and related experts.
However, the compressed timeline and lack of specific structures made it difficult to

17 OMB, Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial Intelligence, p. 6.
18 OMB, Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial Intelligence, p. 5.
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connect and relate new Al processes to existing ones. This challenge was exacerbated
by limited staff capacity — individuals responsible for these portfolios within agencies
often juggled multiple portfolios, creating additional coordination challenges.

While the Executive Order and OMB memos sought to draw connections and clear
boundaries, structures to support ongoing conversations and collaborations are
necessary to ensure relevant expertise is harnessed and to reduce complexity and
duplication. Stronger formal connections were needed between the CAIO Council and
other federal bodies responsible for interlocking and complementary work, for example,
the Federal Privacy Council, the Interagency Council on Statistical Policy, the Chief Data
Officer Council, the Chief Human Capital Officers Council, federal civil rights offices,
the U.S. Access Board, and the Federal Chief Information Security Officer Council.

Governance differed between big and small agencies. Smaller agencies faced
challenges including capacity and resources. Larger agencies were often less
resource constrained but had more difficulty gathering data and coordinating across
components. In particular, large agencies struggled to ensure that sub-agencies
adopted central policies and processes and to fully track Al use cases, especially
those arising in the field. Moreover, agencies that were further along in technology
modernization were better positioned to implement strong Al governance processes,
regardless of size.

Across all agencies, leadership focus and prioritization mattered significantly. Al
adoption decisions were often made at a high level, and if senior officials did not have
sufficient information about Al and how it operates, it was difficult to make strategic
decisions. Agencies with leadership that bought into the importance of Al governance
were more successful in implementing policies and adopting use cases.

Leadership decisions to prioritize different types of governance deliverables also
impacted implementation. Some agencies prioritized strategic plans for future Al
adoption. Others prioritized policies to govern current agency use of Al. The timing

of the policy and implementation deadlines in relation to the election and resulting
change in administrations reduced the impact of strategic plans — many of which were
not implemented. Clear direction about relative prioritization, given the proximity to an
election, could have directed agencies to devote agency time and resources toward
implementation, as opposed to longer-term planning.

Recommendations

Agencies were most successful at implementing the OMB memos when there was a
high degree of buy-in and understanding of Al capabilities and risk at the highest levels
of leadership. Agency leadership needs to see agency use and procurement of Al as
both an opportunity and area requiring careful risk management. Leveraging Al can
improve operational efficiency, service delivery, and other mission-critical functions. At
the same time, leadership should understand that careful governance and procurement
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policies are needed to achieve agency missions and prevent harms to the public and
federal employees.

Leadership should direct resources toward the highest-impact activities. While
strategic planning processes can be helpful in aligning on longer-term goals, these
types of processes are time intensive and may not yield timely results—particularly
when an election looms. Agency policies and practices governing Al procurement and
use, and the successful Al use case deployments they enable, provide more immediate
and durable value.

For working-level staff, there should be additional opportunities to connect and share
experiences and challenges with similarly situated colleagues at other agencies.™ This
could include both structured meetings and informal in-person interactions. While OMB
can facilitate initial connections, peer-to-peer conversations led by agency leads, such
as CAIOs or other subject matter experts, are important vehicles to support candid and
productive conversations.

Future governance efforts should increase integration of experts in data, privacy,
cybersecurity, civil rights, civil liberties, accessibility, and equity through connections
between Al governance processes and existing (or if necessary created) councils

and governance bodies. These structures must acknowledge officials’' competing
responsibilities across domains and explore how additional capacity can enable better
coordination and integration.

Key recommendations for governance include:

o Build buy-in and Al proficiency at the highest levels of leadership
« Facilitate working-level connections across agencies
o Prioritize policy development and implementation over strategic planning

* Increase integration of experts in data, privacy, cybersecurity, civil rights, civil
liberties, accessibility, and equity

® Susan Landau, James X. Dempsey, Ece Kamar, and Steven M. Bellovin, Challenging the Machine: Contestability in
Government Al Systems, Jun. 2024, p. 8.
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Talent and Training

The 2023 Al Executive Order recognized the importance of increasing technical
capacity across agencies. The Executive Order established the Al and Technology
Talent Task Force (Task Force) and Al Talent Surge to rapidly hire Al talent into the
federal government. The 2023 Al Executive Order also included a number of provisions
to speed up hiring processes and create more flexibility.

The Task Force was focused on accelerating hiring of Al and Al-enabling talent across
the federal government, developing a plan with recommendations to further increase
capacity, and identifying best practices for hiring and retention. A progress report and
recommendations were released in April 2024.2°

The Task Force leveraged existing federal technology talent programs, including the U.S.
Digital Service (USDS), Presidential Innovation Fellowship (PIF), United States Digital Corps
(USDC), Office of Personnel Management (OPM), and technology talent programs at
agencies. Pooled hiring resources were especially important for agencies that did not have
in-house expertise to make informed decisions about technical applications. In the year
following the 2023 Al Executive Order, over 250 Al practitioners were hired into the federal
government.

In 2024, the Department of Defense, with support from OMB and OSTP, was working to
launch the Trusted Advisors Pilot.?' The program would have created a pool of science,
technology, engineering, and math (STEM) and Al experts that could be tapped by agencies
to support implementation of the 2023 Al Executive Order, National Security Memorandum
on Revitalizing America's Foreign Policy and National Security Workforce, Institutions, and
Partnerships (NSM-3), and other presidential priorities.

The 2023 Al Executive Order also tasked agencies with implementing Al training and
familiarization programs in technology as well as relevant policy, managerial, procurement,
regulatory, ethical, governance, and legal fields. This mandate was supported by provisions
of the Al Training Act of 2022.

The Performance and Personnel Management Office, the Office of the Chief

Information Officer within OMB, and General Services Administration (GSA) partnered
on the implementation of training. The Al Center of Excellence within the Technology
Transformation Services at GSA procured new training modules in partnership with
academic partners. By late 2024, all parties were working to make the modules available
to federal employees through USALearning, OPM's learning management system. OMB
also established a working group that met regularly to exchange training modules across
agencies and conducted a quarterly pulse survey that was distributed through the GSA-

20 Al and Tech Talent Task Force, Increasing Al Capacity Across the Federal Government: Al Talent Surge Progress and
Recommendations, Apr. 2024.

21 Annie Gowen, Federal News Network, White House Says Agencies Hired 200 Al Experts So Far Through Govern-
mentwide ‘Talent Surge’, Jul. 26, 2024.
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coordinated Al Community of Practice to better understand training needs and relevant
resources.

Challenges

These efforts could not sufficiently address the federal government'’s staffing

needs and hiring processes. Hiring often takes a long time, and the process can be
inconsistent and confusing, making it difficult for many to navigate. Certain types of
talent - like those with Al expertise — can be more difficult to hire given salary caps,
lengthy lead time, in-person work requirements, and unnecessary degree requirements
for some roles. The challenges with hiring can exacerbate overreliance on contractors,
which can be both expensive and unsustainable. Underlying all of these challenges was
a resource constraint: without sufficient Congressional appropriations, agencies lacked
the sustained funding needed to hire and retain the Al talent necessary for effective
implementation.

Furthermore, position description development can be a frustrating and lengthy
process. Positions have an associated General Schedule (GS) range, which delineates
pay and seniority. If the GS level is too low, it is difficult to hire highly-skilled experts.
However, agency officials often had trouble creating position descriptions that included
specific GS levels. This often meant significant back and forth with HR as officials
attempted to predict the requirements that would increase the GS level. In some cases,
this caused position descriptions to become broad or generic such that they did not
resonate with potential candidates.

The effectiveness of the Al-related hiring was also uneven among agencies, with some
agencies better positioned to take advantage of talent surge efforts. Agencies without
sufficient technical expertise had a more difficult time identifying the types of talent
needed. Agencies without supporting infrastructure and larger teams for Al talent to
join also had a more difficult time bringing on talent in the short timeframe. This meant
that some agencies did not have the necessary capacity to fully implement the OMB
memos.

Effective workforce training also proved difficult to implement.?2 Training modules
were often theoretical and academic in nature rather than role-based or experiential,
and tended to measure participation rather than learning outcomes, making it difficult
to assess efficacy. For example, training modules provided to all federal employees
included information on equations behind neural networks rather than information on
how Al could be applicable to agency missions. The rapid pace of Al development
compounded these challenges, as training content can quickly become outdated.
Agencies also struggled to define expectations for Al use across different roles, which
made it difficult to design tiered training pathways and measure progress.

22 Susan Landau, James X. Dempsey, Ece Kamar, and Steven M. Bellovin, Challenging the Machine: Contestability in
Government Al Systems, Jun. 2024, p. 8.
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Recommendations

Addressing these challenges requires agencies to not only prioritize hiring Al and Al-
enabling experts, but also to have the resources — including funding — needed to fully
implement that vision. Agency leadership must integrate Al talent planning into strategic
decision-making. Leadership must recognize the importance of ensuring that people
with the necessary skills are in the right positions so that agencies can best achieve
their missions and policy objectives. Agencies should clarify what roles comprise a
sound Al governance team while building in flexibility for staff to be deployed across
priorities.

There is wide recognition that the federal hiring process can be improved and more
efficient. Reform efforts should address the specific barriers to hiring technical experts.
For example, because Al hiring requires specialized technical judgment, agencies
should ensure that qualified technical reviewers are involved early in the process so
that the best candidates advance.

Supporting agencies’ responsible Al design, evaluation, and use also requires a
shared - or lendable — set of experts and infrastructure. The OMB memos tasked
agencies with activities — for example, pre-deployment operational testing, mitigating
algorithmic discrimination and harmful bias, involving impacted communities in design
and mitigation strategies — that require specific expertise, and in some instances
infrastructure, for intensive and sometimes limited periods of time.

Agencies would benefit from a centralized group of experts who can be strategically
deployed to support these more sporadic but exceedingly important activities. This
expert group could be housed within a unit specific to Al, such as USDS or a similar
program, or within bodies focused on Al-enabling subject matter areas, such as the
OMB Privacy Branch. These experts should be centrally funded so that agencies with
fewer resources also have access to technical expertise.

Training should be experiential rather than lecture-based, with safe test-and-learn
environments that allow employees to build skills through practice. Content should
be tailored to specific roles, capturing the most relevant ethical and regulatory
considerations, and grounded in concrete use cases and work practices so that
employees learn in direct connection to their agency's mission and their role.
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Key recommendations for talent and training include:

o Appropriate sustained, meaningful funding for agency Al talent recruitment,
retention, and infrastructure

* Integrate human resources planning into leadership priorities

o Ensure federal hiring reform addresses specific barriers to hiring technical
experts

o Establish centrally funded, lendable Al experts and infrastructure accessible
to all agencies

o Devep experiential, role-specific training informed by agency use cases
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Risk Assessment and Management

The OMB Al memos built on existing legal and regulatory requirements for risk
assessment and management, including the Federal Acquisition Regulation, the Federal
Information Security Modernization Act, the Privacy Act, OMB circulars, and agency-
specific oversight rules, as well as voluntary frameworks including the National Institute
of Standards and Technology (NIST) Al Risk Management Framework. The OMB
memos prescribed a minimum set of risk-management practices for Al uses that impact
people’s rights or safety.

Safety-impacting Al was defined to include electrical grid safety functions, integrity

of voting infrastructure, physical movements of robotics, hazardous chemical
development, and medical device functions.?® Rights-impacting Al was defined broadly
to include any use “whose output serves as a principal basis for a decision or action
concerning a specific individual or entity that has a legal, material, binding, or similarly
significant effect on that individual’s or entity's,” which included many uses in law
enforcement, immigration risk assessments, emotion recognition, tenant screening,
employment determinations, and access to critical government services.?*

Minimum practices for safety- and rights-impacting Al included conducting an Al
impact assessment, testing the performance in a real-world context, independently
evaluating the Al, conducting ongoing monitoring, mitigating emerging risks, providing
human oversight, impacted community involvement in design and risk-mitigation
choices, and providing public notice and documentation.

Challenges

Al use case risk assessment was not always a straightforward process. Even with a
shared framework, different stakeholders - like developers, deployers, and users —
often assess risks differently. In addition, risk levels change as new threats emerge and
capabilities evolve. As research findings and understanding grow, risk assessments
can become dated, incomplete, or even inaccurate. This can make one-time risk
assessments less meaningful.

Al risks overlap with existing risk categories, such as privacy, cybersecurity, and
civil rights. Agencies struggled to distinguish Al-specific risks from these adjacent
concerns. As discussed above, structures to integrate and bridge existing discrete
processes and Al processes were missing. Moreover, agencies often lacked staff
who could conduct technical risk assessments, making it challenging for agencies to
conduct these assessments in-house.

2 See OMB, Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial Intelligence (M-24-
10), p. 31for complete list.
24 See OMB, Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial Intelligence (M-24-
10), p. 32 for complete list.
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Beyond assessment challenges, risk management also posed difficulties. Agencies
have general information technology (IT) incident management processes, but Al
incidents, such as bias, drift, and unexpected outputs, require different protocols. It
was not always clear whether and how existing incident response integrated with Al-
specific concerns.

Recommendations

Agencies need practical guidance on how to integrate Al risk assessment into existing
processes, including how to sequence and relate Al-specific requirements to adjacent
reviews such as privacy impact assessments and cybersecurity evaluations. Several
agency compliance plans for the OMB 2024 Al Governance Memo document promising
efforts to integrate obligations into existing operations that could serve as models.?®

Clear direction on where Al risk assessment fits within existing compliance
requirements would help to prevent duplication and strengthen outcomes for the public.
Agencies should synthesize and integrate various regulatory concerns into design and
implementation processes rather than view them only as a set of discrete compliance
reviews. Risk assessment requirements should also be tiered and proportionate, scaling
to the deployment risk level so that agencies are not applying the same standards to
low-stakes administrative tools as to systems with significant impacts on people’s rights
or safety.

Agencies would benefit from a taxonomy distinguishing Al-specific risks from

other technical and operational risks that builds on the NIST Al Risk Management
Framework.? This would clarify which frameworks and expertise to engage for different
risk types and help agencies avoid conflating Al risks with adjacent concerns like
privacy or cybersecurity.

In addition, agencies need guidance on ongoing monitoring and Al incident
management processes. Building on existing resources, future guidance should provide
detailed, practical standards that address Al-specific challenges and can be readily
implemented.

Key recommendations for risk assessment and management include:
e Provide guidance to integrate, sequence, and relate Al and associated risk
assessment processes

o Establish a taxonomy to distinguish Al risks from other technical and operational
risks, with tiered standards that scale requirements to deployment risk level

o Develop common risk assessment standards and resources to support agencies
and designate and fund a lead agency to maintain validated resources

2 Quinn Anex-Ries, Center for Democracy and Technology, Analysis of Federal Agencies’ Plans to Comply with Recent Al
Risk Management Guidance: Inconsistencies with Al Governance May Leave Harms Unaddressed, Dec. 9, 2024.
2 National Institute of Standards and Technology, Al Risk Management Framework, Jan. 26, 2023.
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Testing, Evaluation, Verification, and
Validation

The 2023 Al Executive Order tasked OMB, in coordination with the Department of
Energy and the National Science Foundation, with developing and helping to ensure the
availability of testing environments, such as testbeds. The 2023 Al Executive Order also
tasked OMB with consulting the Departments of Commerce and Homeland Security

to develop recommendations for agencies regarding external testing for Al, including
red-teaming. These agencies were also tasked with developing recommendations for
testing and safeguards against discriminatory, misleading, inflammatory, unsafe, or
deceptive outputs, as well as against producing child sexual abuse material.

The OMB memos required testing rights- and safety-impacting Al for performance in a
real-world context. When procuring enterprise-wide generative Al, the memo required
vendors to provide agencies with documentation including pre-deployment testing and
evaluations, red-teaming results, and steps taken to mitigate any issues discovered.?’

Challenges

Testing, evaluation, verification, and validation (TEVV) for Al systems and use cases

is an emerging area that continues to evolve. There has been a shift away from
standardized tests that primarily serve vendor marketing purposes, but defining
context-specific and meaningful metrics is challenging. While best practices have been
proposed, uncertainty about their effectiveness complicates efforts to establish reliable
testing methods. Further, industry-driven approaches are less likely to adequately
address government-specific concerns. In addition, existing government processes
generally focus on systems, not use cases in operational conditions.

After a system was deployed, agencies lacked the necessary guidance to conduct
effective continuous monitoring. In practice, agencies could not adequately monitor
user behavior and interaction patterns. Agencies also lacked tools to detect intentional
system misuse or identify when systems were being applied outside their validated
scope.

In addition, generative Al, and in particular large language models, has received the
most attention, and agencies have not sufficiently focused on other types of Al systems
that require different standards and testing approaches. Decision-making systems —
such as benefit eligibility determinations — can have significant impacts on the public
and require proactive testing and evaluation practices.

TEVV responsibilities were not always clearly defined among developers, vendors,

27 OMB, Advancing the Responsible Acquisition of Artificial Intelligence in Government, p. 21.
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and agencies. Contracts did not always specify which party was responsible

for testing at different stages of the Al lifecycle, or what standards applied and
renegotiating contracts to address these gaps mid-performance is challenging. This
created confusion about contractual obligations and accountability when Al systems
underperformed or caused harm.

Recommendations

Agencies need TEVV frameworks and tools for Al systems beyond generative Al, as
well as frameworks and tools for testing Al use cases, not just technical systems. Many
of the Al systems with the most significant and immediate impacts on the public are
not generative — they are decision-making systems that determine benefits eligibility,
assess risk in criminal justice contexts, or flag individuals for law enforcement scrutiny.
These systems have distinct characteristics and use cases that require tailored testing
approaches and tools. Future guidance should establish metrics, benchmarks, and
continuous monitoring practices for these system types, including facial recognition
technology, decision-making systems, and robotic process automation.

Meaningful benchmarking will require tapping into existing pools of sociotechnical
expertise, like universities and national labs, so that government practices are not
reliant on industry-driven standards.?® Testing must distinguish between system
testing — which evaluates the performance of an Al system itself — and operational
testing, which evaluates how a system performs in real-world conditions for a specific
use case. Both are necessary. The government should establish discrete classes of
systems with shared or similar uses to standardize benchmarks, while developing
specialized tests for safety, bias, and other critical risks.

Agencies would also benefit from shared testing environments and sandboxes that -
in addition to real-world testing — allow for safe experimentation before deployment.
These shared spaces would reduce the burden on individual agencies to build and
maintain their own testing infrastructure and would be particularly valuable for
resource-constrained agencies that need to conduct operational and bias testing but
lack the tools to do so independently.

Agencies also need additional guidance, and where necessary, infrastructure, to
conduct effective continuous monitoring. This includes clearly defining what must

be continually monitored throughout the Al lifecycle — for example data inputs, model
outputs, user interactions, and incidents — as well as establishing defined triggers for
re-evaluation, such as evidence of performance drift, material model updates, changes
in the affected population, or a threshold of adverse outcomes or complaints.

Testing must not only cover intended use cases, but also establish processes for
agencies to prevent or detect when systems are used outside tested parameters. Al

28 For example, the Department of Labor partnered with Stanford University to create a comprehensive guide of practices
in alignment with the OMB memos. (See DOL Compliance Plan for OMB Memo M-24-10).
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systems deployed for one purpose can be repurposed or misused — intentionally or
inadvertently — in ways that were not anticipated during development or procurement.
Agencies need clear protocols for documenting intended use, identifying when a
system is being applied outside its validated scope, as well as mechanisms to flag,
escalate, and respond when that occurs.

TEVV responsibilities among developers, vendors, and agencies should be clearly
defined, including their respective roles in both identifying issues and implementing
remediation. Contracts and procurement requirements should specify which party

is responsible for testing at each stage of the Al lifecycle, what standards apply, and
what happens when a system underperforms or causes harm. TEVV findings should
be documented in standardized formats and reported to relevant oversight bodies, with
consideration given to whether findings must be disclosed to affected parties or made
publicly available.

Key recommendations for TEVV include:

o Expand TEVV frameworks beyond generative Al to address other system types

o Develop meaningful benchmarking and testing protocols drawing on
sociotechnical and subject matter expertise

o Develop shared testing environments, open source reference architectures,
and protocols for safe experimentation, operational testing, and bias testing

¢ Provide guidance on continuous monitoring, including defined triggers for
re-evaluation, detection of system misuse, and protocols for identifying and
responding to out-of-scope use

o Clarify TEVV responsibilities across developers, vendors, and agencies
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Stakeholder Engagement and Public
Participation

From the outset, external stakeholders and the public were consulted in the
development of the Biden Administration’s efforts on Al. In advance of issuing the
Blueprint for an Al Bill of Rights,?® OSTP led a year-long process to seek and distill

input from impacted communities, industry stakeholders, technology developers, and
other experts across fields and sectors, as well as policymakers throughout the federal
government.®® The principles outlined in the Blueprint for an Al Bill of Rights served as a
guiding framework for the OMB memos.

Following the 2023 Al Executive Order, OMB issued a draft memo on governance,
innovation, and risk management for agency Al use. The draft memo received
approximately 250 public comments, which OMB considered when revising the draft
memo. OMB also issued a request for information on responsible Al procurement and
incorporated comments into the final memo.*'

The first CAIO Council meeting — which occurred shortly after the OMB 2024 Al
Governance Memo was issued — included leaders from external organizations who
highlighted the importance of the OMB memos, as well as structures for ongoing
stakeholder engagement. Some agency leadership engaged directly with stakeholders
as they developed their policies.

Building on the Biden Administration’s commitments both to public participation and
community engagement in government policymaking and service design and delivery,
the final OMB 2024 Al Governance Memo required agencies to consult affected
communities, including underserved communities, and solicit public input on system
design and risk mitigation approaches. Agencies were required to gather input on Al
design, development, and use to inform decision-making. The definition of “affected
communities” would vary depending on context, but could include individuals,
businesses, or organizations that interact with an agency, as well as federal employee
groups and employees’ union representatives.

The 2023 Al Executive Order tasked NIST with developing tools and practices to help
agencies meet stakeholder engagement requirements, but the 90-day timeline limited
what was possible.?? NIST compiled existing resources from agencies, academia, and
industry and shared them with the CAIO community.

2 The White House Office of Science and Technology Policy, Blueprint for an Al Bill of Rights: Making Automated Systems
Work for the American People, Oct. 2022.

30 |bid.

31 Office of Management and Budget, Request for Information: Responsible Procurement of Artificial Intelligence in Govern-
ment, Federal Register 89, no. 62, Mar. 29, 2024.

32 Exec. Order No. 14110, Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence, 88 Fed. Reg. 75,191,
Oct. 30, 2023.
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Agencies were strongly encouraged to solicit feedback on an ongoing basis, especially
after significant modifications to Al systems or changes in the operating context.
Formats could include usability testing, general solicitations of comments from the
public, public hearings or meetings, or outreach to federal employee groups and labor
organizations.

Challenges

The public was often not aware of the government'’s efforts to use and govern Al. This
meant that many people did not know how to engage. Use case inventories, while
useful for technical audiences, were not an effective tool for informing the general
public. Stakeholders closely following these efforts would have benefited from more
regular and digestible reporting and disclosures as well as sustained engagement.

The OMB 2024 Al Governance Memo envisioned significant stakeholder engagement in
testing and mitigation, which proved infeasible given the compressed timeline. Even if
time had allowed, the lack of standard processes, tools, and infrastructure would have
limited effective public engagement in system design and risk mitigation. For example,
agencies found that a list of resources alone was insufficient without guidance on

how to apply them coherently. This experience highlighted a broader gap between the
scope of implementation requirements and the capacity and resources available to
support them.

Similar challenges existed for federal workforce engagement. Agencies generally
did not have mechanisms to gather input from employees about the tools they need
to conduct their work more efficiently and effectively, as well as concerns. More
structured engagement could have revealed potential use cases.

Recommendations

To increase awareness and engagement, the government should more regularly and
effectively involve the public, impacted communities, civil society organizations, and
federal workers in the design and deployment of Al use cases. Building on the OMB
memorandum on broadening public participation and community engagement,*® the
GSA's Open Government in Action effort to identify best practices in participatory
algorithm design,®** and work at the state level, the White House should launch an effort
to establish best practices to support public participation and community engagement
in the design and mitigation strategies for Al use cases.

The White House and agencies need standardized tools and processes for meaningful
public engagement in Al system design and testing. This includes developing

33 Office of Management and Budget, Broadening Public Participation and Community Engagement with the Federal
Government (M-25-07), Jan. 15, 2025.

34 U.S. Open Government Secretariat et al., Open Government in Action, Jul. 29, 2024,; Michele Gilman, Data & Society,
Democratizing Al: Principles for Meaningful Public Participation, Sep. 2023.
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accessible methods for affected communities to provide input on Al systems that
impact them, as well as regular consultation processes with key stakeholders. OSTP
can play a key role by bringing together experts in public engagement and the ethical
and social implications of science and technology to inform the development of
necessary infrastructure and practices.

Experimentation with community engagement strategies is ongoing at the state and
local level as well as in academia and civil society. Future government efforts should
incorporate best practices that emerge from such experimentation and provide both a
catalog of approaches and skilled experts to assist agencies so they can better ensure
that Al use delivers for the public and protects rights and safety.

Agencies can also better engage their workforces to understand how Al would increase
operational efficiency and help employees in their tasks. Agencies should include
worker or union representatives in formal governance structures and should establish
regular consultation processes so that federal employees can provide meaningful
feedback on what would be most useful, how to design effective systems, and
implementation challenges.

In particular, meaningful workforce engagement includes ensuring federal employees
are protected from potential harms of Al systems used in their workplace. As
recommended by the OMB 2024 Al Governance Memo, agencies should promote and
implement the Biden Administration's Al and Worker Well-Being: Principles and Best
Practices for Developers and Employers® and experiment with practices that broaden
public participation and community engagement in the design, mitigation strategies,
and ongoing monitoring of Al systems. These best practices offer a roadmap for
harnessing Al while protecting workers from potential harms.

Finally, ongoing public disclosures would be more useful than infrequent, large reports.
This would provide the public with more real-time and digestible information. Use

case inventories should be machine-readable and standardized in ways that make the

information they contain genuinely useful to stakeholders, not just consistent in format.
Future efforts should build on and improve existing disclosure processes - like privacy

impact assessments — to better serve this goal.

35 U.S. Department of Labor, Artificial Intelligence and Worker Well-Being: Principles and Best Practices for Developers
and Employers, Oct. 2024.
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Key recommendations for stakeholder engagement and public participation
include:

o Establish best practices for public participation and community engagement
in Al design
» Develop standardized tools and processes for meaningful public engagement

» Build on experimentation at federal, state, and local levels to develop a
catalog of approaches

o Better engage the federal workforce as a key stakeholder, including protecting
employees from potential harms of Al systems used in their workplace

* Expand and improve public disclosures, including use case inventories, to be
more regular and accessible to general audiences
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Private Sector Engagement

As mentioned, the OMB 2024 Al Governance Memo considers the private sector

an “affected community,” and encourages ongoing consultation and feedback
processes. Private sector organizations provided input throughout White House, OMB,
and agency policy processes.

The OMB 2024 Al Procurement Memo required agencies to implement acquisition-
related processes to ensure effective deployment of required risk management
practices for rights-impacting and safety-impacting Al. Agencies were required

to ensure that vendors provided them with the information and documentation
necessary to assess and monitor the performance of an Al system or service and
implement applicable requirements under OMB 2024 Al Governance Memo.

The memo also included requirements and recommendations around competition

— with an emphasis on agency data management, portability, and related
interoperability. The memo encouraged the use of innovative acquisition practices to
shape and diversify the Al marketplace, so that agencies could acquire high-quality Al
products.

Challenges

Agencies struggled to implement procurement guidance due to limited Al expertise
among procurement officials and vendor transparency issues, including vendors citing
intellectual property concerns. Even where contracts specified vendor obligations —
such as conducting impact analyses before major model releases — agencies often
lacked the expertise and capacity to verify whether those obligations had been met.

While the memo attempted to foster competition, in practice there were limited vendor
options for comprehensive Al services that met agency requirements, particularly
among smaller companies.

The government's experience in cybersecurity contracts offers potentially relevant
lessons for Al, including the risks and tradeoffs of allocating responsibility over
specific governance-related tasks (for example, red teaming) to the private sector. It
will be important to examine what approaches worked, what didn't, and apply those
lessons to inform private sector engagement around Al.

Recommendations

Vendors should meet high standards of transparency, explainability, and independent
auditability. A federal Al vendor qualification framework can establish baseline
eligibility criteria for agencies procuring Al systems for high-stakes uses, including
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demonstrated TEVV practices and incident reporting track records.*¢ Vendors should
be required to notify procuring agencies within defined timeframes when they become
aware of significant model failures, safety issues, or security vulnerabilities affecting
systems deployed in federal use.

To support agencies in the procurement process, there should be resources - including
standard contract terms — to ensure vendor contracts align with these standards, as
well as guidance on contract exit strategies and transition planning to prevent agencies
from becoming locked into underperforming or non-compliant systems due to data
dependencies, integration costs, or absence of alternative suppliers. Agencies should
also retain contractual rights to conduct or commission independent testing of all

sorts — including operational and bias testing — and audits of Al systems throughout the
contract period, not only at the point of procurement.

There should be structured mechanisms for ongoing dialogue between federal
agencies and Al developers, including regular technical exchanges, pre-solicitation
engagement, and formal comment processes on proposed Al procurement standards.
This would ensure government requirements are technically informed and that industry
has clear visibility into federal expectations. The government should also consult the
private sector on the development of government-wide Al benchmarking standards and
testing protocols, drawing on industry expertise while ensuring standards are set in the
public interest.

The federal government can support development of private sector Al testing,
evaluation, and compliance services through standards and procurement requirements,
and should develop incentives to increase competition and lower barriers to entry for
smaller firms.

Key recommendations for private sector engagement include:
o Establish a federal Al vendor qualification framework with baseline standards
for transparency, auditability, TEVV practices, and incident reporting

o Develop standard contract terms, procurement resources, and contract exit
guidance to support agency vendor accountability

o Create structured mechanisms for ongoing government-industry dialogue
on Al procurement standards and benchmarking

e Support growth of private sector Al testing and compliance services through
standards, procurement requirements, and incentives to increase competition

% These recommendations reflect discussions from late 2025. Since then, rapid advances in Al-assisted software
development have shifted procurement considerations, and agencies would benefit from greater acquisition agility,
including shorter and more modular contracts and data portability.
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Building for the Future

The government'’s use of technology, including Al, affects how well it carries out the
people's work, delivers services, and advances and protects the public’s rights, safety,
and well-being. Getting this right is complicated and resource intensive, but the upfront
investment is far less costly than retrofitting systems after they have been built or
developing systems that do not achieve their intended goals.

Getting it right builds public trust. Missteps that unfairly or unjustly limit opportunities,
overcollect personal information, or put safety at risk undermine public trust in
government. When done well, government use of Al holds the promise of discovering
life-saving treatments, delivering better and more efficient services to the public,

and advancing scientific research and innovation. The government can also leverage
its procurement authority to shape the products that developers bring to market.

This purchasing power can influence industry practices and drive responsible Al
development throughout the public and private sectors.

These recommendations can serve as the basis for future action focused on
government use and procurement of Al. However, in the absence of comprehensive
federal action, states, cities, and counties across the country must take action. Many
already recognize the urgency of this work and are leading the way on developing and
implementing policies. Governments that invest in sound Al governance will be better
positioned to deliver on their promises to the public.
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	Challenges 
	There were, however, barriers to achieving the bold objectives set out in the memos. The policies included ambitious deadlines, many requiring action by the end of 2024, before a potential transition to a new administration. The short timeline led to uneven adoption across agencies, and in some instances, surface-level compliance rather than more substantive changes. The truncated implementation period, coupled with the Trump Administration’s rescission, limited opportunities for experimentation and learnin
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	• Focus use case development on concrete agency challenges • Support agency pilots that reflect priorities and promote structured experimentation • Develop shared resources such as testing environments, evaluation tools, and technical expertise • Create supplementary oversight mechanisms for general purpose AI systems that complement use case-based governance • Facilitate cross-agency collaboration and learning for similar use cases 
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	Talent and Training 
	• Appropriate sustained, meaningful funding for agency AI talent recruitment, retention, and infrastructure • Integrate human resources planning into leadership priorities • Ensure federal hiring reform addresses specific barriers to hiring technical experts • Establish centrally funded, lendable AI experts and infrastructure accessible to all agencies • Develop experiential, role-specific training informed by agency use cases 
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	Risk Assessment and Management 
	• Provide guidance to integrate, sequence, and relate AI and associated risk assessment processes • Establish a taxonomy to distinguish AI risks from other technical and operational risks, with tiered standards that scale requirements to deployment risk level • Develop common risk assessment standards and resources to support agencies and designate and fund a lead agency to maintain validated resources 
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	Testing, Evaluation, Verification, and Validation (TEVV) 
	• 
	• 
	• 
	Expand TEVV frameworks beyond generative AI to address other system types 

	• 
	• 
	Develop meaningful benchmarking and testing protocols drawing on sociotechnical 
	Develop meaningful benchmarking and testing protocols drawing on sociotechnical 
	and subject matter expertise • Develop shared testing environments, open source reference architectures, and protocols for safe experimentation, operational testing, and bias testing • Provide guidance on continuous monitoring, including defined triggers for re-evaluation, detection of system misuse, and protocols for identifying and responding to out-of-scope use • Clarify TEVV responsibilities across developers, vendors, and agencies 
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	Private Sector Engagement 
	• Establish a federal AI vendor qualification framework with baseline standards for transparency, auditability, TEVV practices, and incident reporting • Develop standard contract terms, procurement resources, and contract exit guidance to support agency vendor accountability • Create structured mechanisms for ongoing government-industry dialogue on AI procurement standards and benchmarking • Support growth of private sector AI testing and compliance services through standards, procurement requirements, and 
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	These recommendations should inform future federal action, including legislation, focused on government use and procurement of AI. State and local governments across the country should also consider these lessons as they develop and implement AI policies. 
	Introduction 
	The federal government’s use of artificial intelligence (AI) tools holds real promise for improving efficiency, strengthening program delivery, and better serving the public. From modernizing systems to enhancing risk detection, AI can help agencies operate more effectively and deliver on their missions. Realizing these benefits requires thoughtful oversight so that AI systems do not undermine fairness, transparency, privacy, job quality, and due process. On March 28, 2024, the Biden Administration issued O
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	the OMB memos. The OMB memos established the first comprehensive federal framework for AI governance and represented a bellwether moment of government moving quickly to both govern and adopt fast-moving technological advancements. The Trump Administration has released new memoranda for federal AI governance and procurement which heavily derive from the memoranda issued during the Biden Administration.13 In many respects, the federal government was ahead of the private sector and many other governments in es
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	13  Office of Management and Budget, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust (M-25-21), Apr. 3, 2025. 14  For examples of state legislation, see: Quinn Anex-Ries, Center for Democracy and Technology, State Legislatures Continued Their Focus on Public Sector AI Use and Expanded Attention to Risk Management Practices During the 2025 Legislative Session, Jan. 15, 2026. 
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	Use Cases 
	The OMB memos focused on AI use cases, as opposed to systems. Typically, the object of assessment or evaluation is a system, which is generally limited to technical aspects. This narrow view ignores institutional aspects that contribute to a system’s ultimate impact. By reorienting the government’s analysis of AI around use cases, such as use of an AI to assist in benefits determinations, the OMB memos established a new paradigm for accounting for the potential outcomes of incorporating AI into a government
	Challenges 
	The extent of AI adoption varied widely among agencies. Some agencies had been developing and deploying AI for decades, while others were just exploring how AI systems – including large language models – could be useful to their missions. It was difficult for agencies to track and report all AI use cases. This was especially true for larger departments and agencies that did not have full visibility into the work of various subagencies, especially those with extensive field and other public-facing operations
	15  Federal AI use case inventories were first required by Executive Order 13960 issued in the first Trump Administration in December 2020, and were then codified into law two years later by the Advancing American AI Act. 
	authorization, further contributing to underreporting and unmonitored use. This challenge was compounded as general purpose AI systems became more widely available, making it increasingly difficult to distinguish discrete AI use cases from routine tool use by individual employees. Agencies also struggled to define what constituted “AI.” OMB policy established a shared definition of AI by incorporating the definition set out in the John S. McCain National Defense Authorization Act for Fiscal Year 201916 and 
	authorization, further contributing to underreporting and unmonitored use. This challenge was compounded as general purpose AI systems became more widely available, making it increasingly difficult to distinguish discrete AI use cases from routine tool use by individual employees. Agencies also struggled to define what constituted “AI.” OMB policy established a shared definition of AI by incorporating the definition set out in the John S. McCain National Defense Authorization Act for Fiscal Year 201916 and 
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	Recommendations 
	Orienting policy around AI use cases focused agency attention on how specific uses of AI could improve agency outcomes and performance. Future efforts should provide agencies with more time and resources to identify where AI can solve concrete problems. By identifying specific choke points, inefficiencies, or operational challenges, agencies can better prioritize AI use cases that deliver meaningful value. The National Security Memorandum’s approach of designating specific pilot projects offers one model fo

	access to user logs and usage data for general purpose AI systems so that they can study how these tools are actually being used, identify common failure modes, and enforce appropriate use policies in practice. 
	access to user logs and usage data for general purpose AI systems so that they can study how these tools are actually being used, identify common failure modes, and enforce appropriate use policies in practice. 
	access to user logs and usage data for general purpose AI systems so that they can study how these tools are actually being used, identify common failure modes, and enforce appropriate use policies in practice. 

	16  Defined as: A machine-based system that can, for a given set of human-defined objectives, make predictions, rec-ommendations, or decisions influencing real or virtual environments. Artificial intelligence systems use machine- and human-based inputs to perceive real and virtual environments; abstract such perceptions into models through analysis in an automated manner; and use model inference to formulate options for information or action. 
	Cross-agency coordination on use case identification and development would also help agencies. Thematic conversations on use cases would help agencies learn about other agencies’ work, develop new ideas, and troubleshoot common challenges. Themes could include biometric identification, benefits eligibility determinations, text summarization and document processing, fraud detection, predictive risk scoring, and medical imaging analysis. Service delivery conversations should happen in coordination with custom
	Key recommendations for use cases include: 
	• 
	• 
	• 
	Focus use case development on concrete agency challenges 

	• 
	• 
	Support agency pilots that reflect priorities and promote structured experimentation 

	• 
	• 
	Develop shared resources such as testing environments, evaluation tools, and technical expertise 

	• 
	• 
	Create supplementary oversight mechanisms for general purpose AI systems that complement use case-based governance 

	• 
	• 
	Facilitate cross-agency collaboration and learning for similar use cases 


	Governance 
	The 2023 AI Executive Order and OMB 2024 AI Governance Memo included a number of requirements for both internal agency governance and interagency coordination. The OMB 2024 AI Governance Memo required agencies to designate a Chief AI Officer (CAIO) with specific responsibilities – including “instituting the requisite governance and oversight process to achieve compliance with this memorandum and enable responsible use of AI in the agency” – and establishing an internal AI governance board.17 It also require
	Challenges 
	The CAIO Council was valuable in establishing a regular cadence for agency updates. However, the composition of interagency groups is always a balancing act. High-level participation drives prioritization and attention, but meetings with senior participants generally rely on staff preparation for predetermined talking points and rarely delve into nuanced specifics. These meetings do not often produce decisions but their value lies in compelling agencies to prepare briefings and align internal and external p
	17  OMB, Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial Intelligence, p. 6. 18  OMB, Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial Intelligence, p. 5. 
	connect and relate new AI processes to existing ones. This challenge was exacerbated by limited staff capacity – individuals responsible for these portfolios within agencies often juggled multiple portfolios, creating additional coordination challenges. While the Executive Order and OMB memos sought to draw connections and clear boundaries, structures to support ongoing conversations and collaborations are necessary to ensure relevant expertise is harnessed and to reduce complexity and duplication. Stronger
	connect and relate new AI processes to existing ones. This challenge was exacerbated by limited staff capacity – individuals responsible for these portfolios within agencies often juggled multiple portfolios, creating additional coordination challenges. While the Executive Order and OMB memos sought to draw connections and clear boundaries, structures to support ongoing conversations and collaborations are necessary to ensure relevant expertise is harnessed and to reduce complexity and duplication. Stronger
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	Recommendations 
	Agencies were most successful at implementing the OMB memos when there was a high degree of buy-in and understanding of AI capabilities and risk at the highest levels of leadership. Agency leadership needs to see agency use and procurement of AI as both an opportunity and area requiring careful risk management. Leveraging AI can improve operational efficiency, service delivery, and other mission-critical functions. At the same time, leadership should understand that careful governance and procurement 
	Agencies were most successful at implementing the OMB memos when there was a high degree of buy-in and understanding of AI capabilities and risk at the highest levels of leadership. Agency leadership needs to see agency use and procurement of AI as both an opportunity and area requiring careful risk management. Leveraging AI can improve operational efficiency, service delivery, and other mission-critical functions. At the same time, leadership should understand that careful governance and procurement 

	policies are needed to achieve agency missions and prevent harms to the public and federal employees. Leadership should direct resources toward the highest-impact activities. While strategic planning processes can be helpful in aligning on longer-term goals, these types of processes are time intensive and may not yield timely results–particularly when an election looms. Agency policies and practices governing AI procurement and use, and the successful AI use case deployments they enable, provide more immedi
	policies are needed to achieve agency missions and prevent harms to the public and federal employees. Leadership should direct resources toward the highest-impact activities. While strategic planning processes can be helpful in aligning on longer-term goals, these types of processes are time intensive and may not yield timely results–particularly when an election looms. Agency policies and practices governing AI procurement and use, and the successful AI use case deployments they enable, provide more immedi

	Key recommendations for governance include: 
	• Build buy-in and AI proficiency at the highest levels of leadership • Facilitate working-level connections across agencies • Prioritize policy development and implementation over strategic planning • Increase integration of experts in data, privacy, cybersecurity, civil rights, civil liberties, accessibility, and equity 
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	• Build buy-in and AI proficiency at the highest levels of leadership • Facilitate working-level connections across agencies • Prioritize policy development and implementation over strategic planning • Increase integration of experts in data, privacy, cybersecurity, civil rights, civil liberties, accessibility, and equity 


	19  Susan Landau, James X. Dempsey, Ece Kamar, and Steven M. Bellovin, Challenging the Machine: Contestability in Government AI Systems, Jun. 2024, p. 8. 
	19  Susan Landau, James X. Dempsey, Ece Kamar, and Steven M. Bellovin, Challenging the Machine: Contestability in Government AI Systems, Jun. 2024, p. 8. 
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	Talent and Training 
	The 2023 AI Executive Order recognized the importance of increasing technical capacity across agencies. The Executive Order established the AI and Technology Talent Task Force (Task Force) and AI Talent Surge to rapidly hire AI talent into the federal government. The 2023 AI Executive Order also included a number of provisions to speed up hiring processes and create more flexibility. The Task Force was focused on accelerating hiring of AI and AI-enabling talent across the federal government, developing a pl
	coordinated AI Community of Practice to better understand training needs and relevant resources.  
	coordinated AI Community of Practice to better understand training needs and relevant resources.  
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	Challenges 
	These efforts could not sufficiently address the federal government’s staffing needs and hiring processes. Hiring often takes a long time, and the process can be inconsistent and confusing, making it difficult for many to navigate. Certain types of talent – like those with AI expertise – can be more difficult to hire given salary caps, lengthy lead time, in-person work requirements, and unnecessary degree requirements for some roles. The challenges with hiring can exacerbate overreliance on contractors, whi
	22  Susan Landau, James X. Dempsey, Ece Kamar, and Steven M. Bellovin, Challenging the Machine: Contestability in Government AI Systems, Jun. 2024, p. 8. 
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	Recommendations 
	Addressing these challenges requires agencies to not only prioritize hiring AI and AI-enabling experts, but also to have the resources – including funding – needed to fully implement that vision. Agency leadership must integrate AI talent planning into strategic decision-making. Leadership must recognize the importance of ensuring that people with the necessary skills are in the right positions so that agencies can best achieve their missions and policy objectives. Agencies should clarify what roles compris
	Key recommendations for talent and training include: 
	• Appropriate sustained, meaningful funding for agency AI talent recruitment, retention, and infrastructure • Integrate human resources planning into leadership priorities • Ensure federal hiring reform addresses specific barriers to hiring technical experts • Establish centrally funded, lendable AI experts and infrastructure accessible to all agencies • Devep experiential, role-specific training informed by agency use cases 
	• Appropriate sustained, meaningful funding for agency AI talent recruitment, retention, and infrastructure • Integrate human resources planning into leadership priorities • Ensure federal hiring reform addresses specific barriers to hiring technical experts • Establish centrally funded, lendable AI experts and infrastructure accessible to all agencies • Devep experiential, role-specific training informed by agency use cases 
	• Appropriate sustained, meaningful funding for agency AI talent recruitment, retention, and infrastructure • Integrate human resources planning into leadership priorities • Ensure federal hiring reform addresses specific barriers to hiring technical experts • Establish centrally funded, lendable AI experts and infrastructure accessible to all agencies • Devep experiential, role-specific training informed by agency use cases 


	Risk Assessment and Management 
	The OMB AI memos built on existing legal and regulatory requirements for risk assessment and management, including the Federal Acquisition Regulation, the Federal Information Security Modernization Act, the Privacy Act, OMB circulars, and agency-specific oversight rules, as well as voluntary frameworks including the National Institute of Standards and Technology (NIST) AI Risk Management Framework. The OMB memos prescribed a minimum set of risk-management practices for AI uses that impact people’s rights or
	Challenges 
	AI use case risk assessment was not always a straightforward process. Even with a shared framework, different stakeholders – like developers, deployers, and users – often assess risks differently. In addition, risk levels change as new threats emerge and capabilities evolve. As research findings and understanding grow, risk assessments can become dated, incomplete, or even inaccurate. This can make one-time risk assessments less meaningful. AI risks overlap with existing risk categories, such as privacy, cy
	23  See OMB, Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial Intelligence (M-24-10),  p. 31 for complete list. 24  See OMB, Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial Intelligence (M-24-10), p. 32 for complete list. 
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	Beyond assessment challenges, risk management also posed difficulties. Agencies have general information technology (IT) incident management processes, but AI incidents, such as bias, drift, and unexpected outputs, require different protocols. It was not always clear whether and how existing incident response integrated with AI-specific concerns. 
	Recommendations 
	Agencies need practical guidance on how to integrate AI risk assessment into existing processes, including how to sequence and relate AI-specific requirements to adjacent reviews such as privacy impact assessments and cybersecurity evaluations. Several agency compliance plans for the OMB 2024 AI Governance Memo document promising efforts to integrate obligations into existing operations that could serve as models.25 Clear direction on where AI risk assessment fits within existing compliance requirements wou
	Key recommendations for risk assessment and management include: 
	• Provide guidance to integrate, sequence, and relate AI and associated risk assessment processes • Establish a taxonomy to distinguish AI risks from other technical and operational risks, with tiered standards that scale requirements to deployment risk level • Develop common risk assessment standards and resources to support agencies and designate and fund a lead agency to maintain validated resources 
	• Provide guidance to integrate, sequence, and relate AI and associated risk assessment processes • Establish a taxonomy to distinguish AI risks from other technical and operational risks, with tiered standards that scale requirements to deployment risk level • Develop common risk assessment standards and resources to support agencies and designate and fund a lead agency to maintain validated resources 
	• Provide guidance to integrate, sequence, and relate AI and associated risk assessment processes • Establish a taxonomy to distinguish AI risks from other technical and operational risks, with tiered standards that scale requirements to deployment risk level • Develop common risk assessment standards and resources to support agencies and designate and fund a lead agency to maintain validated resources 


	25  Quinn Anex-Ries, Center for Democracy and Technology, Analysis of Federal Agencies’ Plans to Comply with Recent AI Risk Management Guidance: Inconsistencies with AI Governance May Leave Harms Unaddressed, Dec. 9, 2024. 26  National Institute of Standards and Technology, AI Risk Management Framework, Jan. 26, 2023. 
	25  Quinn Anex-Ries, Center for Democracy and Technology, Analysis of Federal Agencies’ Plans to Comply with Recent AI Risk Management Guidance: Inconsistencies with AI Governance May Leave Harms Unaddressed, Dec. 9, 2024. 26  National Institute of Standards and Technology, AI Risk Management Framework, Jan. 26, 2023. 
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	Testing, Evaluation, Verification, and Validation 
	The 2023 AI Executive Order tasked OMB, in coordination with the Department of Energy and the National Science Foundation, with developing and helping to ensure the availability of testing environments, such as testbeds. The 2023 AI Executive Order also tasked OMB with consulting the Departments of Commerce and Homeland Security to develop recommendations for agencies regarding external testing for AI, including red-teaming. These agencies were also tasked with developing recommendations for testing and saf
	Challenges 
	Testing, evaluation, verification, and validation (TEVV) for AI systems and use cases is an emerging area that continues to evolve. There has been a shift away from standardized tests that primarily serve vendor marketing purposes, but defining context-specific and meaningful metrics is challenging. While best practices have been proposed, uncertainty about their effectiveness complicates efforts to establish reliable testing methods. Further, industry-driven approaches are less likely to adequately address
	27  OMB, Advancing the Responsible Acquisition of Artificial Intelligence in Government, p. 21. 
	and agencies. Contracts did not always specify which party was responsible for testing at different stages of the AI lifecycle, or what standards applied and renegotiating contracts to address these gaps mid-performance is challenging. This created confusion about contractual obligations and accountability when AI systems underperformed or caused harm. 
	and agencies. Contracts did not always specify which party was responsible for testing at different stages of the AI lifecycle, or what standards applied and renegotiating contracts to address these gaps mid-performance is challenging. This created confusion about contractual obligations and accountability when AI systems underperformed or caused harm. 
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	Recommendations 
	Agencies need TEVV frameworks and tools for AI systems beyond generative AI, as well as frameworks and tools for testing AI use cases, not just technical systems. Many of the AI systems with the most significant and immediate impacts on the public are not generative – they are decision-making systems that determine benefits eligibility, assess risk in criminal justice contexts, or flag individuals for law enforcement scrutiny. These systems have distinct characteristics and use cases that require tailored t
	28  For example, the Department of Labor partnered with Stanford University to create a comprehensive guide of practices in alignment with the OMB memos. (See DOL Compliance Plan for OMB Memo M-24-10). 
	systems deployed for one purpose can be repurposed or misused – intentionally or inadvertently – in ways that were not anticipated during development or procurement. Agencies need clear protocols for documenting intended use, identifying when a system is being applied outside its validated scope, as well as mechanisms to flag, escalate, and respond when that occurs. 
	systems deployed for one purpose can be repurposed or misused – intentionally or inadvertently – in ways that were not anticipated during development or procurement. Agencies need clear protocols for documenting intended use, identifying when a system is being applied outside its validated scope, as well as mechanisms to flag, escalate, and respond when that occurs. 
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	TEVV responsibilities among developers, vendors, and agencies should be clearly defined, including their respective roles in both identifying issues and implementing remediation. Contracts and procurement requirements should specify which party is responsible for testing at each stage of the AI lifecycle, what standards apply, and what happens when a system underperforms or causes harm. TEVV findings should be documented in standardized formats and reported to relevant oversight bodies, with consideration g
	Key recommendations for TEVV include: 
	• Expand TEVV frameworks beyond generative AI to address other system types • Develop meaningful benchmarking and testing protocols drawing on sociotechnical and subject matter expertise • Develop shared testing environments, open source reference architectures, and protocols for safe experimentation, operational testing, and bias testing • Provide guidance on continuous monitoring, including defined triggers for re-evaluation, detection of system misuse, and protocols for identifying and responding to out-
	• Expand TEVV frameworks beyond generative AI to address other system types • Develop meaningful benchmarking and testing protocols drawing on sociotechnical and subject matter expertise • Develop shared testing environments, open source reference architectures, and protocols for safe experimentation, operational testing, and bias testing • Provide guidance on continuous monitoring, including defined triggers for re-evaluation, detection of system misuse, and protocols for identifying and responding to out-
	• Expand TEVV frameworks beyond generative AI to address other system types • Develop meaningful benchmarking and testing protocols drawing on sociotechnical and subject matter expertise • Develop shared testing environments, open source reference architectures, and protocols for safe experimentation, operational testing, and bias testing • Provide guidance on continuous monitoring, including defined triggers for re-evaluation, detection of system misuse, and protocols for identifying and responding to out-


	Stakeholder Engagement and Public Participation 
	From the outset, external stakeholders and the public were consulted in the development of the Biden Administration’s efforts on AI. In advance of issuing the Blueprint for an AI Bill of Rights,29 OSTP led a year-long process to seek and distill input from impacted communities, industry stakeholders, technology developers, and other experts across fields and sectors, as well as policymakers throughout the federal government.30 The principles outlined in the Blueprint for an AI Bill of Rights served as a gui
	29  The White House Office of Science and Technology Policy, Blueprint for an AI Bill of Rights: Making Automated Systems Work for the American People, Oct. 2022. 30  Ibid. 31  Office of Management and Budget, Request for Information: Responsible Procurement of Artificial Intelligence in Govern-ment, Federal Register 89, no. 62, Mar. 29, 2024. 32  Exec. Order No. 14110, Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence, 88 Fed. Reg. 75,191, Oct. 30, 2023. 
	Footnote
	StyleSpan
	Reference
	Link

	Reference
	Link



	Footnote
	StyleSpan
	Reference
	Link

	Reference
	Link



	Footnote
	StyleSpan
	Reference
	Link



	Agencies were strongly encouraged to solicit feedback on an ongoing basis, especially after significant modifications to AI systems or changes in the operating context. Formats could include usability testing, general solicitations of comments from the public, public hearings or meetings, or outreach to federal employee groups and labor organizations. 
	Challenges 
	The public was often not aware of the government’s efforts to use and govern AI. This meant that many people did not know how to engage. Use case inventories, while useful for technical audiences, were not an effective tool for informing the general public. Stakeholders closely following these efforts would have benefited from more regular and digestible reporting and disclosures as well as sustained engagement. The OMB 2024 AI Governance Memo envisioned significant stakeholder engagement in testing and mit
	Recommendations 
	To increase awareness and engagement, the government should more regularly and effectively involve the public, impacted communities, civil society organizations, and federal workers in the design and deployment of AI use cases. Building on the OMB memorandum on broadening public participation and community engagement,33 the GSA’s Open Government in Action effort to identify best practices in participatory algorithm design,34 and work at the state level, the White House should launch an effort to establish b
	33  Office of Management and Budget, Broadening Public Participation and Community Engagement with the Federal Government (M-25-07), Jan. 15, 2025. 34  U.S. Open Government Secretariat et al., Open Government in Action, Jul. 29, 2024,; Michele Gilman, Data & Society, Democratizing AI: Principles for Meaningful Public Participation, Sep. 2023. 
	accessible methods for affected communities to provide input on AI systems that impact them, as well as regular consultation processes with key stakeholders. OSTP can play a key role by bringing together experts in public engagement and the ethical and social implications of science and technology to inform the development of necessary infrastructure and practices. Experimentation with community engagement strategies is ongoing at the state and local level as well as in academia and civil society. Future go
	accessible methods for affected communities to provide input on AI systems that impact them, as well as regular consultation processes with key stakeholders. OSTP can play a key role by bringing together experts in public engagement and the ethical and social implications of science and technology to inform the development of necessary infrastructure and practices. Experimentation with community engagement strategies is ongoing at the state and local level as well as in academia and civil society. Future go
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	35  U.S. Department of Labor, Artificial Intelligence and Worker Well-Being: Principles and Best Practices for Developers and Employers, Oct. 2024. 
	35  U.S. Department of Labor, Artificial Intelligence and Worker Well-Being: Principles and Best Practices for Developers and Employers, Oct. 2024. 
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	Key recommendations for stakeholder engagement and public participation include: 
	• Establish best practices for public participation and community engagement in AI design • Develop standardized tools and processes for meaningful public engagement • Build on experimentation at federal, state, and local levels to develop a catalog of approaches • Better engage the federal workforce as a key stakeholder, including protecting employees from potential harms of AI systems used in their workplace • Expand and improve public disclosures, including use case inventories, to be more regular and ac
	• Establish best practices for public participation and community engagement in AI design • Develop standardized tools and processes for meaningful public engagement • Build on experimentation at federal, state, and local levels to develop a catalog of approaches • Better engage the federal workforce as a key stakeholder, including protecting employees from potential harms of AI systems used in their workplace • Expand and improve public disclosures, including use case inventories, to be more regular and ac
	• Establish best practices for public participation and community engagement in AI design • Develop standardized tools and processes for meaningful public engagement • Build on experimentation at federal, state, and local levels to develop a catalog of approaches • Better engage the federal workforce as a key stakeholder, including protecting employees from potential harms of AI systems used in their workplace • Expand and improve public disclosures, including use case inventories, to be more regular and ac


	Private Sector Engagement 
	As mentioned, the OMB 2024 AI Governance Memo considers the private sector an “affected community,” and encourages ongoing consultation and feedback processes. Private sector organizations provided input throughout White House, OMB, and agency policy processes. The OMB 2024 AI Procurement Memo required agencies to implement acquisition-related processes to ensure effective deployment of required risk management practices for rights-impacting and safety-impacting AI. Agencies were required to ensure that ven
	Challenges 
	Agencies struggled to implement procurement guidance due to limited AI expertise among procurement officials and vendor transparency issues, including vendors citing intellectual property concerns. Even where contracts specified vendor obligations – such as conducting impact analyses before major model releases – agencies often lacked the expertise and capacity to verify whether those obligations had been met. While the memo attempted to foster competition, in practice there were limited vendor options for 
	Recommendations 
	Vendors should meet high standards of transparency, explainability, and independent auditability. A federal AI vendor qualification framework can establish baseline eligibility criteria for agencies procuring AI systems for high-stakes uses, including 
	Vendors should meet high standards of transparency, explainability, and independent auditability. A federal AI vendor qualification framework can establish baseline eligibility criteria for agencies procuring AI systems for high-stakes uses, including 
	demonstrated TEVV practices and incident reporting track records. Vendors should be required to notify procuring agencies within defined timeframes when they become aware of significant model failures, safety issues, or security vulnerabilities affecting systems deployed in federal use. 
	36
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	To support agencies in the procurement process, there should be resources – including standard contract terms – to ensure vendor contracts align with these standards, as well as guidance on contract exit strategies and transition planning to prevent agencies from becoming locked into underperforming or non-compliant systems due to data dependencies, integration costs, or absence of alternative suppliers. Agencies should also retain contractual rights to conduct or commission independent testing of all sorts
	There should be structured mechanisms for ongoing dialogue between federal agencies and AI developers, including regular technical exchanges, pre-solicitation engagement, and formal comment processes on proposed AI procurement standards. This would ensure government requirements are technically informed and that industry has clear visibility into federal expectations. The government should also consult the private sector on the development of government-wide AI benchmarking standards and testing protocols, 
	The federal government can support development of private sector AI testing, evaluation, and compliance services through standards and procurement requirements, and should develop incentives to increase competition and lower barriers to entry for smaller firms. 
	Key recommendations for private sector engagement include: 
	• Establish a federal AI vendor qualification framework with baseline standards for transparency, auditability, TEVV practices, and incident reporting • Develop standard contract terms, procurement resources, and contract exit guidance to support agency vendor accountability • Create structured mechanisms for ongoing government-industry dialogue on AI procurement standards and benchmarking • Support growth of private sector AI testing and compliance services through standards, procurement requirements, and 
	• Establish a federal AI vendor qualification framework with baseline standards for transparency, auditability, TEVV practices, and incident reporting • Develop standard contract terms, procurement resources, and contract exit guidance to support agency vendor accountability • Create structured mechanisms for ongoing government-industry dialogue on AI procurement standards and benchmarking • Support growth of private sector AI testing and compliance services through standards, procurement requirements, and 
	• Establish a federal AI vendor qualification framework with baseline standards for transparency, auditability, TEVV practices, and incident reporting • Develop standard contract terms, procurement resources, and contract exit guidance to support agency vendor accountability • Create structured mechanisms for ongoing government-industry dialogue on AI procurement standards and benchmarking • Support growth of private sector AI testing and compliance services through standards, procurement requirements, and 


	36  These recommendations reflect discussions from late 2025. Since then, rapid advances in AI-assisted software development have shifted procurement considerations, and agencies would benefit from greater acquisition agility, including shorter and more modular contracts and data portability. 
	36  These recommendations reflect discussions from late 2025. Since then, rapid advances in AI-assisted software development have shifted procurement considerations, and agencies would benefit from greater acquisition agility, including shorter and more modular contracts and data portability. 

	Building for the Future 
	The government’s use of technology, including AI, affects how well it carries out the people’s work, delivers services, and advances and protects the public’s rights, safety, and well-being. Getting this right is complicated and resource intensive, but the upfront investment is far less costly than retrofitting systems after they have been built or developing systems that do not achieve their intended goals. Getting it right builds public trust. Missteps that unfairly or unjustly limit opportunities, overco
	Generous support was provided by the Public Interest Technology (PIT) Infrastructure Fund. 
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