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The Context: Planning for a Wide Array of Possible Cybersecurity Futures 
Since the Internet moved beyond the small original group of scientific and military researchers for which it was 
created and into the broader world of global commerce, culture, communication, and society, researchers and the 
public at large have tried to define it through the lens of one or another analogy. Which analogy people use mat-
ters because how the problem of cybersecurity is understood and dealt with depends on what people believe 
about the ‘cyber’ realm — what it is; who it belongs to; what can and should take place within in; how it relates to 
other realms of human interaction like physical space or marketplaces. Cybersecurity also depends on what the 
relevant players mean by ‘security’ — what security consists of; what it is that needs to be secure(d); what tools, 
practices, beliefs, and incentives can be used legitimately to do that; who are the responsible and reliable parties; 
and what trade-offs exist and how they might be managed.  
 
These are not abstract arguments. Securing a ‘network’ is a very different problem than securing an ‘information 
superhighway’, to say nothing of securing ‘cyberspace’. Likewise, to secure an ‘internet of things’ is a different 
problem if it is constituted as neutral open network than if it is segmented or ‘balkanized’ into national or other-
wise separable networks. Moreover, computer scientists, lawyers, philosophers, economists, government officials, 
and corporate Chief Information Security Officers all will have different presumptions about what it means and 
takes to secure a ‘highway’ as compared to a ‘space’; all of them are also likely to have different views on whether 
such measures should take the form of a safe deposit box, as compared to an ATM, or a Class 5 bio containment 
facility. There are also dramatic and growing divergences in national points of view on all of these questions: in 
China and elsewhere, there is wide support for the idea that social and political censorship forms a core compo-
nent of cybersecurity; in Europe, questions of personal privacy and the right to be forgotten have much greater 
resonance than in the United States; and in much of the Global South, access rather than security is considered the 
paramount policy challenge. As these examples indicated, all proposed solutions to the challenge of cybersecurity 
must be considered not only in terms of their technical merits but also in terms of the societal trade-offs and policy 
implications that they entail. 
 
In 2014 there exists a fairly standard package of cybersecurity ‘doctrine’ that includes a set of debates and disa-
greements and a notion of where the hold-ups and inadequacies lie as well as a partial set of solution concepts. 
The standard package draws principally from engineering (the technical architecture of the network) and econom-
ics (collective action dilemmas and negative externalities) as well as law (software, ISP liability), ideology (‘open-
ness’ with extensive freedom to connect) and national security (governments’ intelligence and military goals). The 
bulk of today’s cybersecurity research aims at defining and mitigating the problem within the context of these 
standard package parameters. This attention is appropriate to today’s problem; it is absolutely necessary to make 
real progress against current and near-future threats.  
 
But it’s not enough. Today, it is straightforward to logically construct a world in which literally everything, living 
and non-living, is connected to the network in some fashion; it’s just as straightforward to logically construct a 
world in which governments have brought the network under full sovereign control and tightly manage inputs, 
outputs, connections, and applications in order to insure ‘five-nines’ reliability in critical socio-economic processes 
within geographic borders. Those may be the most obvious scenarios at the extreme ends of a particular continu-
um; they’re merely illustrative because that continuum, which seems most important and uncertain to many ob-
servers right now, may turn out to be less impactful than others, for example variance over how machine learning, 
robotics, and artificial intelligence evolve; or how militaries work out their conflicting interests. In fact, a wide vari-
ety of alternative possibilities are possible and even likely. In coming decades, both the threats and the structural 
challenges to dealing with them will not be defined solely by the ongoing cat and mouse game between today’s 
‘good’, ‘bad’ and ‘gray’ actors. There will almost certainly be new and different actors, and the ‘game’ itself may be 
an entirely different one. Thus, through our creation of the ‘internet of everything’, critical physical infrastructures 
such as power, gas, water, transportation, are now open to cyber-attack. Indeed, in power, energy and transporta-
tion infrastructures we are already seeing the progression of the sophistication of attacks from hackers to orga-
nized crime to anarchists and even nation-states with varied motivations, from financial to social unrest.  
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A Research Agenda 
Because both the ‘cyber’ and the ‘security’ components of cybersecurity are fluid concepts in rapid motion, UC 
Berkeley believes that any long-term research program in cybersecurity must be grounded in a robust, flexible and 
evolving understanding of the ‘possibility space’ of cybersecurity. This understanding will in turn frame and con-
struct how researchers investigate the decision processes and tools that cybersecurity professionals will need to 
develop in the coming decades.  
 
The first step will be to engage in broad-based interdisciplinary research that assesses the range of possible future 
paths of ‘cyber’ and ‘security’, and to bring these together into a manageable set of scenarios. Such scenarios 
should describe in plausible detail the future cybersecurity problematic, as it might present itself to society toward 
the middle of the 21

st
 century. Developing these scenarios will involve thinking expansively about the terms of ‘se-

curity’ and what it could mean, and to whom. This will involve collaborative work between legal scholars, data sci-
entists, computer security specialists, social scientists, policy scholars and national security experts, and it will re-
quire contributions from the leading industry, civil society, and public sector actors in this space.  It will of necessity 
also involve participants from multiple countries. The support of the Hewlett Foundation, and the reputations of 
Berkeley and the other partner universities, positions us ideally to convene a series of high-level conversations that 
will help shape these scenarios.  
 
Pushing researchers and other actors to consider a broad range of possible futures is critical for two reasons. First, 
the range of possible (conjoint technical, political, and economic) outcomes is enormous, and any robust cyberse-
curity strategy must be prepared to deal with multiple, perhaps radically divergent possible futures. Cybersecurity 
programs that only consider a relatively narrow range of possible futures may prove to be irrelevant should unan-
ticipated futures unfold. Second, the scenario development process will itself help to foster cross-disciplinary col-
laborative engagement, helping researchers in each field to understand the value that others have to their own 
work, and to begin to consider the complex interplay of social, technical, economic, ethical, and legal considera-
tions that must underpin all effective cybersecurity strategies.  
 
This scenario development process will form the foundation of a broad program of problem-definition and problem-
solving, that will aim to develop technical, policy, economic, and other tools appropriate to the emerging problem 
definitions. This research program will entail a multi-year, multi-disciplinary university-based research effort with 
extensive outreach touch points to both industry practitioners and the global policy makers. Rooted in an under-
standing of the range of possible cybersecurity futures, this research will develop appropriate doctrine made up of 
specific, actionable propositions designed to answer the core questions of who should do and build what to deal 
with cybersecurity.   It should also contribute importantly to advances in scholarship. For example, understanding 
the economic incentives for investing in cybersecurity and financially motivated hacking will involve a substantive 
expansion of game theory, mechanism design, and cyber insurance. There are also complex dynamics connecting 
financially-motivated and nation-state hacking; it is not at all clear how nations control their electronic armies or 
the extent to which these armies are simply mercenaries with no particular loyalties at all. 
 
By ‘do’ and ‘build,’ however, we do not mean only technologies, but also institutions and laws, concepts and theo-
ries of responsibility, teaching and communications, and incentives and sanctions that can change the interactive 
behavior of humans and machines. Cybersecurity — precisely because it is likely to be in the future a story about 
protecting what matters in almost all aspects of human life, in the context of real costs, distributional consequenc-
es, and hard trade-offs — is by nature more than a technological or economic problem. While we need to build 
fault-tolerant systems that can remain physically robust in the face of ongoing attacks, it is also crucial that these 
systems be seen as trustworthy, cost-effective, and ethically grounded. This research agenda will therefore neces-
sarily involve broadening the base of inputs and engagement beyond the realm of computer science to include 
various branches of engineering, economics, law, public policy, sociology, and the School of Information. We must 
engage a broad swathe of international society: because the Internet already touches and is touched by a majority 
of people on the planet and their data, applications, and devices, it is nearly inconceivable that a fully top-down set 
of technical solutions could be either technologically viable or politically sustainable.  To the extent possible, this 
effort must also take account of the concerns and actions of national security and military officials inside and out-
side the United States, because their cyberwar preparations profoundly influence the cyber security landscape. 
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The approach we propose in this research is also an explicit break from the traditional “waterfall” model, in which 
social science research and policy design follow the introduction of new technologies in a linear process. That 
model has failed not only because it cannot keep apace of innovation, but more importantly because ethical and 
behavioral issues are considered only once the technologies have been fully engineered. The goal of this project 
will be to model the co-evolution of social science and technology by engaging the social, ethical and policy issues 
in parallel with the design process. The Internet we have today, in all its various manifestations, is a construct of 
technical, political, and social decisions—yet this reality is rarely acknowledged. Close collaboration between social 
scientists, policy experts, and engineers, from the start, as well as an intentionally iterative design process, should 
help insure that technical and political design decisions reflect social and policy priorities as well as our under-
standings of human behavior.  
 
While such cross-disciplinary and cross-national approaches are widely agreed to in principle, most contemporary 
research efforts have not acted as if it were really true. The Hewlett Foundation’s Initiative creates a new oppor-
tunity to do that. Berkeley has a strong interdisciplinary intellectual community ready to take on this challenge, a 
track record of supporting interdisciplinary research, as well as existing ties to their counterparts at both MIT and 
Stanford. We welcome the opportunity to work with the Hewlett Foundation to identify opportunities for further 
collaboration and complementarity in the area of cybersecurity, as well as to jointly designing and engaging a 
shared and forward-looking research agenda.  
 
Center for Long Term Cybersecurity: The First Five Years 
Funding from the Hewlett Foundation will allow us to establish the Center for Long Term Cybersecurityon the 
Berkeley campus. CLTC  will give more shape and purpose to the multiple cybersecurity related activities currently 
distributed across the campus.  While initially based in the I School, we expect to identify additional campus space 
for the center quickly. Such a physical space will be essential to encouraging the collaboration and community 
formation that is critical to building a new field of research, and to convening the relevant external constituents of 
this effort. The announcement of the CLTC will also be a critical step in catalyzing interest in and raising the profile 
of this initiative--and in securing additional funding from Berkeley donors, from corporations, and from federal 
research agencies.  Hewlett funding will also insure an institutional commitment by the campus to prioritizing CLTC 
in their fundraising activities.   
 
During the critical first five years of the CLTC, with the support of the Hewlett Foundation, we will convene and 
build a cross-disciplinary network of cybersecurity scholars on the Berkeley campus—one that has strong ties with 
our counterparts at MIT and Stanford, and with both Bay Area and national policy, industry, and foundation repre-
sentatives who share our commitment to addressing cybersecurity challenges. An interdisciplinary faculty team 
from the School of Information (I School) will lead the initiative, with the support of an external Advisory Commit-
tee composed of representatives of our peer universities, key external constituents, and the Hewlett Foundation. 
 
Year 1: Scenario planning 
We will spend the first year of this project in a disciplined process of scenario planning. Our goal in this phase will 
be to set the agenda for a longer-term program of cybersecurity research, while simultaneously initiating outreach 
and community building among internal and external constituents. The core faculty group at the I School will be 
responsible for insuring that we convene a sufficiently diverse and relevant set of contributors, that the conversa-
tions are focused and productive, and that we finish the first year with a coherent, manageable set of up to 5 real-
istic visions for the future of cybersecurity for the next 20 years. The success of this process will depend on heavily 
gathering the right mix of researchers and of external expertise and insight. 
 
To accomplish this we anticipate convening bi-weekly working sessions among faculty from across the campus to 
brainstorm the dimensions and the substance of cybersecurity futures. We have enthusiastic commitments to con-
tribute to these conversations from colleagues in computer science, engineering, law, and public policy. We antici-
pate, and will encourage, involvement as well from interested faculty in the social sciences, humanities, and the 
other professional schools such as business. We will also convene a series of 1-2 day Cybersecurity Summits in 
Berkeley to bring together appropriate external constituents with relevant knowledge to provide input into the 
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scenario planning process. This includes representatives from information technology companies, particularly 
those in the Bay Area at the leading edge of new technologies, as well as other critical sectors (e.g., telecommuni-
cations, healthcare, energy, and finance), from the public sector (e.g., Homeland Security, DOD, NSA, CIA, DOE, FBI, 
Secret Service, and the National Labs) as well as from relevant non-profits (ACLU, Center for Democracy and Tech-
nology, Electronic Frontier Foundation, etc.) We also anticipate coordinating events with the local law-
enforcement led security efforts, such as Infragard, San Francisco Electronic Crimes Task Force, and the DHS/SRI 
Infosec Technology Transition Council.  
 
The scenarios we develop in year 1 will inform the research agenda for the subsequent years. Once the contours of 
the final scenarios are identified, small cross-disciplinary teams will be responsible for deepening our analysis of 
each by identifying the assumptions, key challenges, relevant actors and institutions, and possible directions for 
solutions. The teams will also be tasked with identifying the likelihood of critical, threshold changes as well as in-
flection points that may shift us from one likely scenario to another. This work will help us prioritize areas for re-
search going forward by highlighting the most pressing challenges for cybersecurity in the coming decades. 
 
Our understanding of these futures will of course not be static; it will continue to evolve with research and reality. 
Given the rapid pace of technological change, we expect to update our scenarios on an annual basis, identify ways 
in which scenarios may be converging or diverging, assess how and why the unfolding of events may be hewing 
more closely to certain scenarios and, most importantly, identify cyber security strategies that may be effective 
across multiple scenarios. 
 
Year 2: Directed exploratory research 
In year 2 we will provide seed funding for a diverse set of exploratory research projects designed to identify and 
explore potential solutions to the challenges envisioned in the scenarios. By offering a sizeable number of small 
$80-100K grants, distributed across the different scenarios, we will support faculty, graduate student researchers, 
and equipment purchases that further stimulate the development of community among faculty and graduate stu-
dent researchers on campus. In this (and later phases of the initiative) we will offer incentives for researchers to 
collaborate across disciplinary boundaries, and we will favor projects that recognize the complex interplay of so-
cial, technical, economic, legal, ideological, and ethical considerations in this sphere. A sample research project in 
this phase might involve the design of novel security tools and the use of behavioral experiments in the campus 
Experimental Social Science Lab (X-Lab) to better understand how individuals respond to these technologies.  
 
To accelerate the learning from these exploratory projects, we will require that faculty present their findings to a 
weekly campus Cybersecurity Research Seminar. The seminar will be hosted on the Berkeley campus and it will be 
open to external constituencies such as industry representatives and policy-makers as well as the campus scholarly 
community. In addition, we will webcast the seminars so that those who cannot come to campus can access and 
comment on the research findings. Early and regular feedback will help researchers iterate their findings quickly. 
The Cybersecurity Research Seminar will continue for the duration of the project. In year 2 we will also begin to 
provide financial support for Curricular Innovation to encourage faculty to develop and teach new cybersecurity-
related courses; this commitment of resources to educational innovation and outreach will continue throughout 
the duration of the project, since it is essential to growing a new field. 
 
Years 3-5: Research at scale & gaining visibility 
By the third year we should have sufficient understanding of the field to begin funding larger scale research pro-
jects. We expect to be able to identify up to 5 core areas for research, and to provide one or two  of awards annu-
ally in each area, with an anticipated duration of 2-3 years each. We will use a peer review process to evaluate and 
select the winning proposals (perhaps drawing on the expertise of our counterparts at Stanford and MIT.) As in the 
previous phase, we will encourage collaborations between social scientists and technologists. We will also provide 
incentives for field building, particularly by supporting funding of graduate students and post-doctoral scholars. 
 
Some potentially fundable projects might include the following:  
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 Jurisdictionally Ambiguous Virtual Spaces (JAVS): Today, the Internet features thousands of servers that 
are themselves jurisdictionally ambiguous, either because they are geopolitically located in places without 
robust law enforcement or because they facilitate activities (peer-to-peer exchange) that evade detection. 
A diverse group of Internet users – from mainstream privacy advocates to global illicit actors – invest in 
the technologies and complementary policies to protect JAVS. Using a diversity of approaches, this re-
search project will explore how JAVS will evolve in different cyber security scenarios and will examine the 
economic, legal and philosophical implications of these changes. 
 

 Safeguarding the Privacy of Thought:  The coming ubiquity of wearable bio-sensing technologies will in-
clude non-invasive, highly ergonomic neuro-sensors (e.g., in-ear EEG sensors) that will enable chronic 
neural recording and the digitization of thought. Significant progress has already been made in machine 
learning algorithms for thought and emotion identification. Innovative applications will bring the affective 
computing and anticipatory computing paradigms to new levels, but also raise new legal, ethical, social is-
sues concerning the security and privacy of our personal thoughts. We will assemble a multi-disciplinary 
team to tackle the data stewardship challenges of this bio-cybernetic future. 

 

 Human-in-the-Loop Challenges:  How do we help humans (politicians, corporate leaders, technology us-
ers, etc.) understand cyber threats or decisions made by cybersecurity systems; and how can we leverage 
the Wisdom-of-the-crowd in dealing with cybersecurity threats, both when malicious actors are part of 
the crowd and in using the crowd to identify the malicious actors, content, or sites. 
 

 Public Cybersecurity: Cybersecurity, as a public good, could benefit from considering interventions adopt-
ed in the field of public health. The pursuit of public health was a logical outgrowth of disease detection 
and prevention mechanisms, which transformed societal perception of health from a primarily private 
concern to a concern of the collective. Both public health and cybersecurity aim to achieve a positive 
state (health or security) in a loosely affiliated, but highly interdependent network. Both struggle with 
how to manage in its absence as well as with how to work toward attaining it. Success ultimately depends 
not only on technical progress but on reaching a political agreement about (i.) the relative value of a pub-
lic good in comparison to other societal values and (ii.) the institutions granted authority to resolve con-
flicts (and the methods they use). Exploring the specifics of various public health interventions--the histo-
ry, conflicts, resolutions, and results--and considering their efficacy in the cybersecurity context through 
comparison of the similarities and differences in the problem space, as well as empirical work to explore 
the impact of public health inspired interventions (some of which, for example a form of quarantine til 
patched or cleaned, have been tested and adopted in parts of the private sector) would allow us to test 
the utility of this approach in practice. If adopted, public cybersecurity will reorient public policy and dis-
course toward the proper goals of encouraging collective action to produce the public good of cybersecu-
rity and managing the insecurity that remains. 

 
In year 3 we will host the first Annual CLTC Research Symposium to showcase the findings of our research for the 
Hewlett Foundation, our peer universities (MIT and Stanford), and for our network of external constituents (indus-
try, policymakers, NGOs.) By making this an annual event, we will institutionalize the process of seeking feedback 
and iteratively refining the research directions and agenda based on this feedback.  
 
We will launch a white paper series in year 3 that will make the findings of our research available to outsiders; our 
goal will be to present the work in language that is not simply credible, but also accessible and actionable. While 
our research findings will undoubtedly be published in peer-reviewed journals, the white paper series will reflect 
our commitment to communicating what we are learning with external, and non-academic, audiences. One of the 
responsibilities of the project’s communications professional will be to insure that our work gains visibility via so-
cial media and that short essays are published in influential but on-academic forums such as Foreign Policy or Me-
dium. We will also work with the Internet Education Foundation and the Internet Caucus to ensure the dissemina-
tion of our work in policy circles in Washington DC, and we will organize regular briefing events to communicate 
these findings, both in the Bay Area and at the University of California offices in DC. 
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Faculty Leadership 
The core faculty team for the CLTC  will be based at the School of Information, and includes: 
 

 John Chuang, Professor, School of Information  

 Deirdre Mulligan, Professor, School of Information; Co-Director, Berkeley Center for Law and Technology 

 AnnaLee Saxenian, Professor & Dean, School of Information 

 Douglas Tygar, Professor, Computer Science and School of Information 

 Steven Weber, Professor, School of Information and Political Science   
 

Steven Weber has agreed to serve as faculty lead for the project in the initial year of the project; the core faculty 
will be responsible for selecting faculty leadership for the subsequent years.  We plan to recruit colleagues from 
across the Berkeley campus for the CISP. Indeed the following faculty members, all of whom are already actively 
engaged in research on cybersecurity, have enthusiastically agreed to contribute to making the CLTC a success: 
 

 Kenneth A. Bamberger, Professor, School of Law; Co-Director, Berkeley Center for Law and Technology 

 Chris Jay Hoofnagle, Director, Berkeley Center for Law and Technology-Information Privacy Program 

 Anthony C. Joseph, Professor, Computer Science 

 Stephen Maurer, Director, IT & Homeland Security Project, School of Public Policy 

 Michael Nacht, Professor, School of Public Policy  

 Vern Paxson, Professor of Computer Science 

 S. Shankar Sastry, Professor, Dean, College of Engineering 

 David Wagner, Professor of Computer Science 
 

We plan to hire an Executive Director (ED) to work with faculty on all aspects of the Center’s mission. To build and 
maintain strong external and campus engagement, we will seek an individual with a sophisticated understanding 
of complex socio-technical issues, considerable experience convening, and working with the nonprofit, govern-
ment, academic, and business community, and a proven track record of building broad based engagement across 
stakeholders. The ED will have the support of an experienced project manager and fundraising and communica-
tions professionals to insure that we achieve our goals of raising additional funds and broadly communicating our 
findings. We will rely on graduate students for other administrative as well as research support as appropriate. 
 
Strategy for External Engagement 
We plan to engage external stakeholders in virtually all stages of the initiative, from the scenario planning to re-
search and outreach activities. Since we intend to cast the net widely, the list of potential stakeholders is daunting.  
 
We have a two-pronged approach to managing the multiplicity of stakeholders. First, we will develop a range of 
engagement modalities so we can tailor the engagement to the stakeholder. These modalities will include conduct-
ing interviews with key informants, hosting targeted workshops (exploratory, scenario building, research, and 
strategy/policy), convening multi-party research collaborations, sponsoring open conferences, using social media 
to engage a wider community, and so forth. While the Executive Director will play a leadership role in selecting and 
engaging the key external stakeholders (those essential to the success of the initiative), an advanced graduate stu-
dent will be asked to identify interlocutors and match them to the appropriate type of engagement. This will not 
be a one-time effort, but rather will contribute to an ongoing networking process that over time engages a broad 
community of individuals and groups across the public, private, non-profit, and philanthropic sectors. 
 
Second, we have identified selection criteria to help prioritize potentially significant stakeholders. These include: 
the relevant expertise and influence of the stakeholder, their role within the larger cyber security ecosystem, their 
willingness to dedicate time and energy to the initiative, their likely contributions (ideas, network contacts, pres-
tige, etc.), their capacity to “play well,” and their contribution to the Center’s reputation for leadership and excel-
lence in cyber security. While the relative important of these criteria may change with the age and maturity of the 
initiative, they will remain essential to the process of prioritizing and selecting external stakeholders.  
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Other Berkeley Assets 
Berkeley is engaged in a large number of cybersecurity-related centers and projects that represent valuable re-
sources that will be at the disposal of this initiative. Most entail collaborative, interdisciplinary research among 
social scientists, engineers, as well as legal and public policy scholars. Here are some examples of currently active 
centers and institutes that have agreed to contribute to the CLTC: 
 

 BCLT: Berkeley Center for Law & Technology 
http://www.law.berkeley.edu/bclt.htm 
 

 BIDS: Berkeley Institute for Data Science  
http://vcresearch.berkeley.edu/datascience 
 

 CESR: Center for Evidence-based Security Research 
http://www.evidencebasedsecurity.org/index.html  

 

 CITRIS: Center for Information Technology Research in the Interest of Society 
http://citris-uc.org/ 
 

 EIS: Economics of Information Security 
http://netecon.berkeley.edu/EIS/ 

 

 FORCES: Foundations Of Resilient CybEr-physical Systems 
https://www.cps-forces.org/  
 

 Project on Information Technology and Homeland Security 
https://gspp.berkeley.edu/centers/iths  
 

 The Samuelson Law, Technology, and Public Policy Clinic 
http://www.law.berkeley.edu/samuelsonclinic.htm 

 

 SCRUB: Secure Computing Research for Users Benefit 
http://scrub.cs.berkeley.edu/  
 

 SOS: Science of Cyber Security 
https://sites.google.com/site/sosmuri/  
 
TRUST: Team for Research in Ubiquitous Secure Technology 
http://www.truststc.org/  
 

 WAG: Wearable Authentication Group 
http://sensible.ischool.berkeley.edu/WAG/ 

 

 X-Lab: Experimental Social Science Laboratory 
http://xlab.berkeley.edu/ 
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